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Introduction ICR-4400

[ Introduction

Manual Compatibility

This manual is compatible with firmware:

What You'll Find in This Manual

Info

This product platform also includes FirstNet certified models.

This manual provides comprehensive information for setting up, operating, and managing your Advantech router. It covers
both hardware and software aspects of the device.

® Product Overview
Product family introduction, model overview, hardware components, package contents, and revision history.

e Hardware and Connectivity
SIM card slots, antenna connections, Ethernet interfaces, power supply, serial ports, and LED indicators.

* Mounting_and Installation
Product dimensions, mounting options, and installation guidelines.

* [nitial Configuration
First-time setup covering hardware preparation, web interface access, and administration environments.

® Functionalities and Scenarios
Key functionalities of Advantech routers and examples of typical usage scenarios.

e Status Pages
Describes the device's web pages that display the router's current status and performance metrics.

* Configuration Pages
Provides details about all web pages used to configure the device settings and network parameters.

® Customization Pages
Explains how to extend the device's functionality, primarily through the installation of Router Apps.

® Administration Pages

Describes the web pages used for managing and administering the device, including system maintenance.
® Technical Parameters

Detailed technical specifications, certifications, and module parameters.
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Product Overview ICR-4400

® Product Overview

Introduction

The ICR-4400 (v4) product family consists of high-speed routers designed to address demanding industrial requirements

— from the ICR-4401 LAN router, through the ICR-4434 LTE Advanced Cat.12 router, up to the ICR-4461 5G NR router. All

models share a gigabit Ethernet switch with an SFP cage, serial interfaces with CAN bus, and rich 1/0O. For additional details,
see Functionalities and Scenarios.

The secure, password-protected web interface enables users to monitor detailed statistics, including activity logs, signal
strength, and system logs. For guidance on first-time setup, refer to Initial Configuration.

Model Overview

The ICR-4400 product family includes several models, each tailored to specific regions and applications. The table below
summarizes the available models and their features.

[

Tips

® Order code suffixes: S = PoE PSE, W / W1/ W3 = dual-band Wi-Fi module, -IND = FirstNet certified.
* The W1 versions have no E8 certification and a limited operating temperature range of -40 °C to +60 °C.

\

All models LAN only Cellular only

Order Code il celvlby 2l ) D0 | Bl By | B ] s |l |
ICR-4401 7~ Global v v v v v

ICR-4401S 7~ Global v v v v v v

ICR-4401W ~ Global v v v v v v
ICR-4401WS 7~ Global v v v v v v v
ICR-4401W1 ~ Global v v v v v v
ICR-4401W1S ~ Global v v v v v v v
ICR-4434 ~ Global LTE Cat.12 N v v v v v
ICR-4434S ~ Global LTE Cat.12 v v v v v v v
ICR-4434W 7 Global LTE Cat.12 v NG J N v v v
ICR-4434WS ~ Global LTE Cat.12 J v v V4 v v v v
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Order Code Region celrlkn b D sl L e ] bes | el
ICR-4434W1 7~ Global LTE Cat.12 v v v v v v v
ICR-4434W1S 7 Global LTE Cat.12 v v v v v v v v
ICR-4461 7 EMEA-NAM 5G NR v V4 v v v v
ICR-4461S 7 EMEA-NAM 5G NR v V4 Vi v v v v
ICR-4461W3 ~ EMEA-NAM 5G NR v v v v v v v
ICR-4461W3S ~# EMEA-NAM 5G NR v v v v v v v v
ICR-4461-1ND 7 EMEA-NAM 5G NR v J J V4 v v
ICR-4461S-1ND 7 EMEA-NAM 5G NR J Vi v Vi v J Y4
ICR-4461TW3-1ND 7 EMEA-NAM 5G NR v Vi v v v v J
ICR-4461W3S-1ND 7 EMEA-NAM 5G NR v v v v v v v v
v

Hardware Components

The v4 series supports a wide array of hardware features, as illustrated in the image below. Refer to the Model Overview
section for model-specific details.

# Caption Type Description
1 LEDs — Status LED indicators; see LED Indicators.
2 RST — Button to reboot the router or restore the defaults; see Reset.
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# Caption Type Description
3 PWR 2 Power supply socket; see Power Suppl
terminal PPYY ' TOWELURRRY.
4 ETH2 SFP cage SFP cage socket; see SFP Cage.
5 ETH1 RJ45 1 Gb Ethernet for the second LAN; see Ethernet Interfaces.
6 ETHO R4S 1 Gb Ethernet switched connection (with four ports) for the first LAN; see
Ethernet Interfaces.
7 USB USB-A USB 2.0 host port; see USB Port.
14-pin RS232, RS485, CAN bus, digital input, and digital output interfaces; see Serial
8 SERIAL & 1/0 terminal and 1/O Port and |/O Parameters.
Cellular module antenna connectors (cellular models only); on the ICR-4461,
9 ng ﬁsg ?e’\r/InAaIe ANT1 and ANT3 are shared with GNSS. See Antenna Connections, Cellular
! Module Parameters, and GNSS Parameters.
RP-SMA Connectors for the Wi-Fi antennas (W models); on the ICR-4461, the right-hand

10 WIFI1 female Wi-Fi connector can be used for a Bluetooth antenna. See Antenna

Connections, Wi-Fi Parameters, and Bluetooth Parameters.

# Caption Type Description

11 el M3 Ensure proper grounding; see Power Suppl
Screw properg g rower supply.

12 SIM Slots, Mini SIM, Two Mini SIM card slots (cellular models only) and a microSD card slot;
microSD Slot microSD see SIM Card Slots, Cellular Module Parameters, and MicroSD Card.

13 Wall Clips — Wall mounting clips, included as standard accessories; see Wall Mounting.

Package Contents

Each router package includes the following:
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Item

Router

Wall Mount Clips

Power Terminal
Block

Serial & 1/0
Terminal Block

Quick Start Guide

Description

ICR-4400 series router

Wall mounting clips; pre-installed on the router

2-pin terminal block for the power supply; pre-installed on
the router

14-pin terminal block for RS232, RS485, CAN bus, and 1/0;
pre-installed on the router

Printed quick start guide included in the package

Product Revisions

Image

LYY ®
Blvvvalintl

: N 7
LY

i
=
-

ICR-4400

Quantity

2 pcs

The revision history below summarizes key updates to the ICR-4400 product line. Note that some revisions may not be
available for certain order codes. The revision number is printed on the packaging and product labels and is visible in the
web interface: Status — General — System Information — Product Revision (the default revision 1.0 may not be shown there).

Rev.# Description
1.0 Initial version (revision not printed on the labels).
2.0 New design of the mainboard and PoE board (PCN-2023-03 7).
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Hardware and Connectivity ICR-4400

[ Hardware and Connectivity

Refer to the Hardware Components section for a detailed summary of the product's hardware.

SIM Card Slots

Tips

This section applies to cellular models only. The ICR-4401 (LAN router) does not include SIM card slots.

The router has two SIM card slots located on the rear panel under a metal cover. To communicate over a cellular network,
insert an activated, data-provisioned SIM card into a SIM card slot. You can install two SIM cards simultaneously to use the
SIM switching feature. You can configure each SIM card with a different APN (Access Point Name).

Tips

SIM card type: Mini SIM (2FF) — 25.0 x 15.0 x 0.76 mm.

Changing the SIM Card

1. Always disconnect the router from the power supply before handling the SIM card.
2. Unscrew the SIM card cover screw on the rear panel and remove the cover.

3. To remove an inserted SIM card, use the flat end of a spudger or your fingernail. Press the card slightly into its
slot until you hear a click. Release the card; it will pop out of its slot.

4. To insert a SIM card, push the card into the slot until it clicks into place.

5. Replace the cover and tighten the screw.

SiM1

SImM2

If the SIM card requires a PIN, enter it in the router's web interface under Administration — Unlock SIM Card.
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Antenna Connections

The antenna connectors available depend on the router model:

® |CR-4401 (LAN router): Three RP-SMA female connectors (WIFI1) for Wi-Fi antennas.

* ICR-44xx (cellular, 2x2 MIMO): Two SMA female connectors — ANT (main) and DIV (diversity) — for cellular
antennas, a dedicated GNSS SMA connector for the GNSS antenna, and RP-SMA connectors (WIFI1) for Wi-Fi
antennas.

¢ |CR-4453, ICR-4461, ICR-4471-CS (5G/multi-band cellular): Four SMA female connectors (ANTO, ANT1, ANT2,
ANT3) for cellular antennas, plus WIFI1 RP-SMA connectors for Wi-Fi. On the ICR-4461, the GNSS antenna
connectors are shared with the cellular connectors: ANT3 for the L1 band and ANT1 for the L5 band. The ICR-4453
and ICR-4471-CS use a dedicated GNSS connector.
Warning

Always operate the router with a cellular antenna securely connected to the cellular antenna connector. Transmitting
without an antenna attached causes RF energy to be reflected at the open connector, which can permanently damage
the radio circuitry. Ensure the antenna is properly installed before powering on or transmitting.

Tips

The recommended tightening torque for the antenna SMA connectors is 0.9 Nm.

Ethernet Interfaces

The router provides four switched ETHO ports and one ETH1 Gigabit Ethernet interface, all accessible via RJ45 panel sockets.
When viewed from the front, the first ETHO port is on the left.

=] =
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Pin 10BASE-T & 100BASE-T 1000BASE-T PoE PSE (Mode B)
1 Tx+ (Transmit Data+) BI_DA+ (BiDirectional pair A+) —
2 Tx- (Transmit Data-) BI_DA- (BiDirectional pair A-) —
3 Rx+ (Receive Data+) BI_DB+ (BiDirectional pair B+) —
4 — BI_DC+ (BiDirectional pair C+) PoE PSE+ (positive pole)
5 — BI_DC- (BiDirectional pair C-) PoE PSE+ (positive pole)
6 Rx- (Receive Data-) BI_DB- (BiDirectional pair B-) —
7 — BI_DD+ (BiDirectional pair D+) PoE PSE- (negative pole)
8 — BI_DD- (BiDirectional pair D-) PoE PSE- (negative pole)

4
Tips

e All four ETHO ports support PoE PSE on models equipped with this feature. See Power over Ethernet (PoE PSE).
® The isolation barrier of the Ethernet ports from ground is 1500 V.

Power over Ethernet (PoE PSE)

[
Tips
* Available only on models with the PoE PSE feature.

® The router supports IEEE 802.3af/PoE (Type 1) and IEEE 802.3at/PoE+ (Type 2), Mode B.
® Use the pse command to manage PoE. Refer to the Command Line Interface application guide.

Warning

The router's power supply must be 48 V DC for the router to operate as a PoE PSE device.

\

The PoE PSE feature enables the router to power other devices over Ethernet. All four ETHO ports support PoE PSE; enable
each port individually from the Ethernet configuration pages. Monitor the PoE status (current, voltage, power, and power
class) on the General status page.
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Powered devices
Power source

equipment
\ SCADA/FTP

/ h %

@ router

4y

Power supply

Parameter Value

Required power supply 48V /upto 135 W
Power available to a PoE device 12.95 W per port
Required power supply per PoE device 15.40 W per port
Power available to a PoE+ device 25.50 W per port
Required power supply per PoE+ device 30.0 W per port

Power Budget Examples:

Example 1: Using the Advantech RPS-ICR4-WR2-PSE 7 power supply (65 W; assuming 15 W for the router itself):

® Up to three PoE devices (3 x 154 W + 15 W =612 W < 65 W)
® Orone PoE+ device (1 x 30W + 15W =45 W < 65 W)
Example 2: To power four PoE+ devices, use a power supply rated at least 135 W (4 x 30 W + 15 W = 135 W).

[

Warning

Ensure the power supply can cover the power requirements of all connected PoE devices plus the router itself. Use a
power supply with some power reserve.

SFP Cage (ETH2)

The ETH2 port is an SFP cage that accepts a hot-pluggable SFP or SFP+ module with speeds up to 10 Gbps.
Installing an SFP Module:

1. If the SFP module has a bale clasp, ensure it is closed before inserting.
2. Hold the module with the hardware label facing up.
3. Gently insert the module into the ETH2 slot and push until it snaps into place.
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The following SFP modules have been successfully tested:

Model Manufacturer
SFP-GSM-20K 7 Advantech
ML-S+31Dout-10 MaxLink
S-3553LC20D MikroTik
SFP-PLUS-LR10-HPE Hewlett Packard
SFP-TXCIS OEM
TXM431-LR(UN) TP-Link
UF-RJ45-1G Ubiquiti
Power Supply

A two-pin terminal connector (pitch 3.5 mm) is used to power the router. The matching connector is included as a standard
accessory.

Pin Signal Description
1 VCC(+) Positive pole of DC supply voltage (+9 to +48 V DC)
2 GND(-) Negative pole of DC supply voltage
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The required supply voltage is +9 to +48 V DC. The router includes built-in protection against reversed polarity without
signaling.

Warning

® Grounding the router using the grounding screw eliminates the protection against reversed polarity. Ensure
the negative pole of the DC supply shares the same voltage reference as the grounding screw. A voltage
difference between these points may damage the router; only an authorized service center can perform
repairs.

® The PoE PSE router version requires 48 V DC to function as a PoE PSE device.

All metal parts, including the chassis, are connected to the negative pole of the power supply (common pole). To protect
the router, ground it using the grounding screw as shown below. The maximum tightening torque for the grounding screw
is1TNm.

Low Power Mode

Warning

In applications requiring low power consumption, such as solar-powered installations not operating 24/7, use Low
Power Mode (LPM) before shutting down the entire router.

LPM (Low Power Mode) is a sleep state with minimal power consumption. The router wakes from LPM when the BIN1 input
receives a signal or after a predefined period. To enter LPM, use the 1pm command. Refer to the Command Line Interface
application guide for details.

Serial and 1/0O Port

The RS232, CAN, RS485, and digital I/O interfaces all share a single 14-pin terminal block panel socket. None of these
interfaces are isolated from the router.
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1/0 Port

The 1/0O interface provides two digital inputs and two digital outputs on pins 11-14.

ST

Pin Signal Description

11 BINO First digital input

12 BOUTO First digital output

13 BINT Second digital input
14 BOUT1 Second digital output

I I
| a |
~
I & I
° PIN 4 -BIN O } I
| PIN3or8-GND | nput |
PIN5-ouTo | Fuse |
N Relay ! !
I I
max.36 V* ESD ESD
o | [eso] S [EsD | |
I Jj; I
= s
* This power source must have I = = = = router I
common ground with therouter. L. _ _ . . . _ _ _ _ _—_ -

RS232 Interface

o T00

Pin Signal Description
1 RXD Received Data
2 CTS Clear to Send
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Pin

Signal
GND
RTS

TXD

CAN Bus Interface

Pin

RS485 Interface

Pin

10

USB Port

Description
Ground
Request to Send

Transmit Data

Signal Description
CAN_H CAN High
CAN_L CAN Low
Signal Description
B (+) In/Out

A=) In/Out

GND Ground

The router has a single USB 2.0 host port with a USB Type-A socket.

Pin Signal
1 +5V
2 USB Data-
3 USB Data+
4 GND

Description

Positive pole of 5 V DC supply voltage, 0.5 A
USB data signal (negative pole)

USB data signal (positive pole)

Negative pole of DC supply voltage

ICR-4400

Direction

Input/Output

Input/Output
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microSD Card

The microSD card reader is located under the SIM cover on the router.

Specification Value

Supported technologies SD, SDHC, and SDXC

SDHC capacity Up to 32 GB

SDXC capacity 32 GBto 512 GB

Supported filesystems vfat, exFAT, ext2, ext3, and ext4

Inserting the microSD Card

* To remove an inserted microSD card, use the flat end of a spudger or your fingernail. Press the card slightly
into its slot until you hear a click. Release the card; it will pop out of its slot.

® To insert a microSD card, push the card into the slot with the correct orientation as shown until it clicks into
place.

microSD

Mounting the microSD Card

To access the microSD card in the router's system, mount it:

1. Run dmesg to view recently connected devices and identify the microSD card entry, for example: mmcblke: p1 .
2. Mount the card to the /mnt directory:

1 mount /dev/mmcblk@Opl /mnt bash
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Tips

For commands to create, mount, check, and unmount a filesystem on a microSD card, refer to the Ext4 Filesystem
Utilities 7 router app documentation.

LED Indicators

Status LEDs are located on the top side of the router. The ETHO and ETH1 connectors on the front panel each have two
additional LEDs showing the port status.

Tips

The DAT, SIG, TECH, SIM1, and SIM2 LEDs are not present on the ICR-4401 (LAN router).

Symbol  Caption Color State Description
Green On The router is starting up.
Q) PWR Green Blinking The router is ready (heartbeat).
Green Fast blinking The router firmware is being updated.
Sy USR Green — The function of this LED is user-defined.
o INO Green On The first digital input is active.
21 IN1 Green On The second digital input is active.
o OuTO Green On The first digital output is active.
=L OuT1 Green On The second digital output is active.
Il DAT' Green Blinking Cellular communication is in progress.
Green On Good cellular signal.
il SIG’ Orange  On Fair cellular signal.
Red On Poor cellular signal.
Green On The active SIM uses 5G technology (4G on non-5G models).?
‘I’ TECH' Orange = On The active SIM uses 4G technology (3G on non-5G models).
Red On The active SIM uses 3G technology (5G models only).?
Green On SIM1 is active for the cellular connection.

(] SIM1"

Red Fast blinking A SIM1 issue (missing card or PIN not entered).
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Symbol  Caption Color
Green
] SIM2"
Red
Green
Green
M ETHO, ETHT = Yellow

Yellow

Yellow

State

On

Fast blinking
On

Off

On

Brief off blinks

off

' Not present on the ICR-4401 (LAN router).
2 On 5G-capable models (ICR-4453, ICR-4461, ICR-4471-CS): Green = 5G, Orange = 4G, Red = 3G. On other cellular models

(e.g., ICR-4434): Green = 4G, Orange = 3G; Red is not used.

Reset Options

ICR-4400

Description

SIM2 is active for the cellular connection.

A SIM2 issue (missing card or PIN not entered).
1 Gbps link.

100/10 Mbps link.

Network cable connected.

Data transmission.

Network cable not connected.

The RST button is located in a small opening on the router panel and has multiple functions. For details, refer to Initial

Configuration — Reset.

Tips

Use a narrow screwdriver to press the RST button.
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X Mounting and Installation

Product Dimensions

Refer to the diagrams below for detailed measurements (in millimeters).
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Mounting Options

The router can be installed in the following ways:

1. On a Flat Surface: Place the router on a stable, flat surface.
2. On a Wall: Use the wall-mounting clips provided with the router. Refer to the Wall Mounting section for detailed
instructions.

3. On a DIN Rail: Mount the router using the metal DIN rail clips in compliance with EN 60715 standards. Refer to the
DIN Rail Mounting section for additional details.

For most applications involving a built-in router within a switchboard, consider the following environmental types:

* Non-public industrial environments: Low voltage with high interference.
® Public environments: Low voltage without high interference.

For both cases, mounting the router to a switchboard eliminates the need for additional immunity or EMC-related
examinations under EN 61439-1:2011.
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Guidelines for Mounting

In compliance with EN 61439-1:2011, observe the following assembly instructions when mounting the router inside a
switchboard:

* When using whip antennas, maintain a minimum distance of 6 cm from cables and metal surfaces on all sides
to minimize interference.

® Use a lightning conductor for external antennas mounted outside the switchboard.

* When mounting the router on sheet-steel, use a cable antenna.

® Bundle power supply and data cables, ensuring:
© The combined cable length does not exceed 1.5 m.
o Surge protectors are installed if data cables exceed 1.5 m or run toward the switchboard.
o Data cables are not bundled with mains voltage cables (230 V/50 Hz or 120 V/60 Hz).

* Leave sufficient space between connectors for easy cable handling.

® Use an earth-bonding distribution frame to properly ground the router's grounding screw.

Wall Mounting

Tips
The wall-mounting clip is included as a standard accessory with the router.
The router can be mounted on a wall or similar surface using the two pre-assembled wall-mounting clips. Rotate the clips

as shown in the diagram below before installation.

Each clip has two holes with a diameter of 5 mm for screw placement. Refer to the Product Dimensions section for precise
spacing.

Warning

Tighten the wall-mounting clip screws to a maximum torque of 0.4 Nm.
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DIN Rail Mounting

[

Tips

The DIN rail clips are not included as standard accessories. They can be ordered separately using order code BB-DIN-

ICR32 (two pieces per router).

L

Two DIN rail clips can be attached to the router for mounting on a DIN rail compliant with EN 60715 standards. The default
clip position is shown below. If necessary, the clips can also be rotated vertically.

Warning

Tighten the DIN rail clip screws to a maximum torque of 0.4 Nm.

To remove the router:

® Push down lightly on the router until the bottom part of the DIN rail clip disengages from the rail.
* Tilt the bottom part of the router away from the rail to release it.

DIN
rail

Router
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57 Initial Configuration

Configuration Environments

[

Caution

To ensure a secure deployment, it is crucial to evaluate the potential risks associated with your specific
implementation and to configure the router accordingly to minimize these threats. We strongly recommend
consulting the Security Guidelines 7 application guide, which outlines fundamental security risks and provides
recommended settings for their mitigation.

Warning

* |f you are unsure about the correctness of your configuration or its potential impact on the router's longevity,
consult our technical support for guidance.

e Before putting the router into operation, make sure to connect all the components required for running your
applications. Refer to the Hardware and Connectivity and Mounting_and Installation chapters for details. Do
not operate the router without an antenna connected to the main antenna connector. Transmitting energy
into an open connector may cause damage to the equipment.

® For security reasons, we recommend regularly updating the router's firmware to the latest version.
Downgrading the firmware to an older version than the production version or uploading firmware intended
for a different device may cause the device to malfunction.

* Enable JavaScript in your browser; otherwise, field validation and some functions are disabled.
® Three unsuccessful login attempts will block HTTP(S) access from the IP address for one minute.

* All routers have the WebAccess/DMP client pre-installed by default. The activated client periodically uploads
router identifiers and configuration to the WebAccess/DMP server. See Remote Management Platform for
more information.

Tips

For notes specific to FirstNet firmware, refer to the FirstNet Firmware Specific Notes 7 page.

L

You can use one of the following environments to configure an Advantech router:

* Via a graphical interface accessible in a web browser. This option is primarily covered in this manual, start with
Web Interface Initial Setup.

* Via a console interface accessing the router by Secure Shell (SSH). For console configuration commands, refer to
the Command Line Interface application guide.
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* Via Advantech's remote device management platform, WebAccess/DMP 7, which provides extensive management
and monitoring capabilities to ensure devices remain secure and up-to-date. For more information, refer to Remote
Management Platform.

For more information on enhancing the router's basic functionality, refer to the Extending_Router Functionality 7
application guide.

Web Interface Initial Setup

[

Caution

Starting with firmware version 6.5.0, both IPv4 and IPv6 firewalls are enabled by default. These firewalls permit only
traffic originating from the default 192.168.1.0/24 network. Proper configuration of these settings is critical to avoid
unintentionally blocking router communication during initial setup.

Tips

® Users with the User role have read-only access to the web interface, except for the Modify User functionality.
Certain menu items remain unavailable to non-admin users.

* On a new router, or after a factory reset, the Quick Setup page is displayed immediately after login, allowing
for a streamlined initial configuration; see Quick Setup for details.

* When configuring text fields in the web interface, consult Allowed and Restricted Input Characters for
permitted character sets.

® The router's Name and Location fields in SNMP settings control the display in the interface's upper-right
corner — detailed in SNMP.

GUI Tips

* Throughout the web interface, helpful information is displayed to the right of many input fields. For numeric
items, this includes the valid range and unit.

* When you hover over an input field, a tooltip shows the item's internal configuration name — useful for
scripting or remote configuration via WebAccess/DMP.

A

Advantech routers feature a secure web-based configuration interface accessible via HTTPS. This interface provides real-
time network statistics, signal strength monitoring, system log access, and comprehensive device management capabilities.
The web interface enforces TLS 1.2 or higher for all connections, with certificate validation required to prevent man-in-the-
middle attacks.
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Optional Message Field
(provided by a Router App) ~\

Router Model (Product ID)

AD\'\NTECH ICR'2431 LTE Router Name: N/A, Location: N/A

Page Title

Status General Status refresh

Refresh
Button

General
Mobile WAN

Configured in
System — ldentification

System Log

Configuration
Ethernet
VLAN
B Main Navigation Menu

Scripts

} [Selected Page Content]
Quick Setup

Customization

Router Apps
Settings

Administration

Manage Users
Change Profile

Web GUI layout overview

To establish initial web interface access on a factory-default router:

First, ensure proper hardware preparation. For cellular models, insert an active SIM card that is compatible with your
carrier's frequency bands and verify the required APN configuration. See SIM Card Slots for SIM card insertion
instructions.

Attach all required antennas before powering the device, including Wi-Fi antennas for dual-function models. For
connector locations and antenna types, see Antenna Connections. Connect the power supply using only Advantech-
approved adapters specified in Power Supply and Grounding.

During the boot process, the router initializes its DHCP server on the ETHO interface. Configure connected devices
to obtain IP addresses automatically via DHCP.

The default LAN interface (ETHO) assigns addresses from the 192.168.1.0/24 pool, with the router itself at
192.168.1.1 . Access the web interface by navigating to https://192.168.1.1 7 in a modern browser, noting that
HTTP connections are strictly prohibited.

The factory-default administrator account uses the username root . The password for this account appears on the
router's product label; for FirstNet models, the default password is admin , with root serving as the fallback
credential if no label information exists.

Upon first login, you must change the default password. After setting a new password, you are automatically
directed to the Quick Setup page for the initial configuration.

To prevent certificate warnings, install the router's self-signed certificate or a third-party CA-signed certificate using
the procedures outlined in Managing HTTPS Certificates.
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Managing HTTPS Certificates

The router includes a self-signed HTTPS certificate. Since the identity of this certificate cannot be validated, web browsers
may display a warning message. To avoid this warning, you can upload your own certificate—signed by a Certification
Authority—to the router. If you wish to use your own certificate (for example, in combination with a dynamic DNS service),
replace the /etc/certs/https_cert and /etc/certs/https_key files on the router. You can do this on the HTTP

configuration page, as detailed in HTTP.

To use the router's self-signed certificate without encountering the security warning (due to a domain name mismatch)
each time you log in, follow these steps:

e Add a DNS record to your system. For Linux/Unix systems, edit /etc/hosts ; for Windows, navigate to
C:\WINDOWS\system32\drivers\etc\hosts ; or configure your own DNS server. Insert a new record pairing the
router's IP address with a domain name derived from its MAC address (specifically, the MAC address of the first
network interface, as shown in the Network Status on the router's web interface), using dashes instead of colons for
separation. For example, a router with the MAC address 00:11:22:33:44:55 would use the domain name ©0-11-22-

33-44-55 .
® Access the router via this new domain name (e.g., https://00-11-22-33-44-55 ). If a security warning appears, add

an exception to prevent it from recurring (for example, in the Firefox web browser). If the option to add an
exception is unavailable, export the certificate to a file and import it into your browser or operating system.

Note: Using a domain name based on the router's MAC address may not be compatible with all operating system and
browser combinations.

Allowed and Restricted Input Characters

When configuring the router via the web interface, it is crucial to avoid using forbidden characters in any input field—not
just in password fields. Below are the valid and forbidden characters for input. Note that, in some cases, the space character
may also be disallowed.

Valid charactersinclude: -9 a-z A~z * , + - . / : =?> 1 #%@[ ] _{7} ~

Forbidden charactersinclude: " $ & ' () ; <>\ ~ |
[

Warning

Although the system may allow saving non-ASClI characters after confirming a warning message, using them —
especially in passwords — is not recommended, as it can cause compatibility issues with other systems.

L

Follow these guidelines; entering invalid characters can lead to errors or unintended behavior.

Supported Certificate Formats
All web interface forms for uploading certificate files support the following file types:

e CA, Local/Remote Certificate: *.pem , *.crt, *.p12
® Private Key: *.pem, *.key , *.p12
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Remote Management Platform

WebAccess/DMP is an advanced, enterprise-grade platform for provisioning, monitoring, managing, and configuring
Advantech's routers and loT gateways. It offers zero-touch enablement for each remote device. For more information, refer
to the WebAccess/DMP 7 webpage.

New routers come pre-installed with the WebAccess/DMP client, which by default activates the connection to the
WebAccess/DMP server. Disable this connection on the Welcome page upon initial login or under Customization — Router
Apps — WebAccess/DMP Client.

Warning

The activated client periodically uploads router identifiers and configurations to the WebAccess/DMP server.

Device

Persistent Storage
The device's persistent storage consists of three partitions, combined into a single directory structure:

¢ System Data:
System data distributed with firmware upgrades.

® User Data:
Separate storage for user data, accessible at /var/data .

* Router Apps Installed:
Separate storage for Router Apps data, accessible at /opt .

Reset

Warning

Before performing a factory reset on the router, consider creating a backup of its configuration, refer to Backup

Configuration.

L

The reset button on the router, labeled as RST, serves three different purposes:
® Reset:

o Hold the RST button for less than 4 seconds.
o The router reboots, applying its customized configuration.
© You can also trigger a reboot by selecting the Reboot option in the web interface.

e Configuration Reset":

o Press and hold the RST button for more than 4 seconds.
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o The PWR LED turns off and back on. Hold the RST button for an additional second after the PWR LED turns
back on.

© The router resets to its default factory configuration, including RA configurations.
* Emergency Reset":

o Use this option if the router fails to boot due to incorrect configuration or a filesystem error.

o Power off the router by disconnecting its power supply. Then, while holding the RST button, power on the
router and continue holding the RST button for at least 10 seconds.

o The router resets its configuration, including RA configurations, similar to the Configuration Reset.
" Upon first login after a reset, you are prompted to change your password.

The following table summarizes which storage areas are retained and which are deleted during different reset procedures.

Storage Reset Configuration Reset Emergency Reset
Router & Router Apps Configuration Keep Reset to default Reset to default
System Data Keep Keep Keep

User Data Keep Keep Keep

Installed Router Apps Keep Keep Keep

User Account Locks Keep Keep Remove

Factory Reset of Cellular Module No No Yes

Reset Storage Actions
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[®) Functionalities and Scenarios

Key Functionalities

Network Features

® |Pv6 Dual Stack: Supports modern and legacy IP addressing, ensuring comprehensive network compatibility.

e DHCP and NAT: Provides seamless network configuration and address translation for efficient network
management.

e Dynamic DNS (DynDNS): Facilitates access to the router via dynamic IP addresses, enhancing remote connectivity.
* VLAN Support: Enables segmented network configurations for enhanced security and network optimization.

® QoS (Quality of Service): Ensures bandwidth prioritization for critical applications, maintaining optimal network
performance.

VPN Tunnels

® OpenVPN: Open-source, highly configurable VPN protocol

® |Psec: Standards-based network layer encryption

* WireGuard: Modern, high-performance VPN protocol

® GRE: Generic Routing Encapsulation for network connectivity
e L2TP: Layer 2 Tunneling Protocol

e PPTP: Point-to-Point Tunneling Protocol

Advanced Features

* Low Power Mode: Optimizes energy consumption for efficient operation, reducing overall power requirements.

* Hardware Watchdog: Ensures system stability by continuously monitoring performance and auto-recovering from
potential issues.

® Linux Script Support: Enables advanced automation and customization through flexible scripting capabilities.

* Multi-Configuration Storage: Allows storing up to four configurations, switchable via web interface, SMS, or digital
input.
* PPP Connection Monitoring: Automatically restarts the router in case of connection failure, minimizing downtime.

* Configuration and Firmware Updates: Accessible remotely via Advantech's public server or a dedicated server,
ensuring easy maintenance.

Usage Scenarios Examples

Cellular Internet Access

* Provides Internet access to a local LAN through its cellular network interface.
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Mobile
Configured network Router

router

N
N
ETH \
N
Cable connection
— — Wireless connection

Cellular Internet Access Diagram

Backup Internet Access

® Acts as a backup connection when the primary connection fails.
® Supports backup options, including:

o PPPoE connections

o Wired Ethernet connections

©  WiFi (for models with WiFi capabilities)

Mobile
Configured network
router

ETH |

Tunnel (VPN) e Router
Cable connection

— — Wireless connection

ETH |

Backup Internet Access Diagram
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VPN Networks Interconnection

® Configures a secure VPN tunnel to interconnect the router with a remote network using its cellular interface.
® Enables secure and encrypted communication over the Internet.

Mobile
network

Configured =
router -~

. e I

ETH |

ETH /

Cable connection ~

— — Wireless connection

VPN Networks Interconnection Diagram

Serial Gateway

* Facilitates access to a PLC device connected to the router's serial interface

® Allows remote control of the PLC via the Internet from a local network (e.g., SCADA system).
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Mobile
Configured network Router
router

RS232/

RS485 |
I

Tt e Router
Cable connection
— — Wireless connection

PLC ETH |

SCADA @

S
LAN

Serial Gateway Diagram
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a1 Status Pages

Live Data Updates
Tips

All status pages can display live data. To enable this feature, click on the refresh button in the top right corner on the
status page. To stop the data update and to limit the amount of data transferred, disable automatic data updates by
clicking the pause button again.

General

You can reach a summary of basic router information and its activities by opening the General status page. This page is
displayed when you log in to the device by default. The information displayed on this page is divided into several sections,
based upon the type of the router and its hardware configuration. Typically, there are sections for the mobile connection,
LAN, system information, and eventually for the WiFi and peripheral ports, if the device is equipped with them.

4

Tips

IPv6 Address item can show multiple different addresses for one network interface. This is standard behavior since an
IPv6 interface uses more addresses. The second IPv6 Address showed after pressing More Information is an
automatically generated EUI-64 format link local IPv6 address derived from the MAC address of the interface. It is
generated and assigned the first time the interface is used (e.g., cable is connected, Mobile WAN connecting, etc.).

Sections

* Mobile Connection: Displays details about the active SIM card and network connection.
* LAN: Provides information about the local network configuration.

e System Information: Summarizes hardware and software details of the router.

* WiFi (if equipped): Shows details about WiFi configuration and status.

® Peripheral Ports (if equipped): Lists connected peripheral devices.

Mobile Connection Parameters

Item Description

SIM Card Identification of the SIM card

Interface Defines the interface

e Displays network interface flags: None - no flags, Up - administratively enabled, Running - operational

state (cable detected), Multicast - multicast capable
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Item Description

IP Address IP address of the interface

MTU Maximum packet size that the equipment can transmit
Rx Data Total number of received bytes

Rx Packets Received packets

Rx Errors Erroneous received packets

Rx Dropped Dropped received packets

Rx Overruns

Lost received packets because of overload

Tx Data Total number of sent bytes
Tx Packets Sent packets

Tx Errors Erroneous sent packets

Tx Dropped Dropped sent packets

Tx Overruns Lost sent packets because of overload

Uptime Indicates how long the connection to the cellular network has been established

This table provides detailed insights into the mobile connection parameters. For additional information, refer to related
sections in the documentation.

Ethernet

Each Ethernet interface has a dedicated section on the General status page. The items displayed here have the same
meaning as those in the Mobile Connection section. Additionally, the MAC Address item shows the MAC address of the
corresponding router interface. The visible information depends on the Ethernet configuration; see Ethernet for details.

PoE PSE Status

If the router supports PoE PSE, relevant information is displayed in the corresponding Ethernet section. See the table below
for a detailed description.

Item Description

» Disabled: PoE PSE is disabled in an Ethernet configuration page.

» Undervoltage: Undervoltage, router power supply does not meet the PoE required voltage.
« Overcurrent / incompatible device: Overcurrent, a higher current than the permissible
positive difference of the nominal current or a PoE incompatible device connected.

* Idle: PoE PSE is enabled but currently not used (any device powered).

» Class 0: Power level (classification unimplemented)

* Class 1: Power level (very low power)

* Class 2: Power level (low power)

* Class 3: Power level (mid power)

+ Class 4" — Power level (high power)

LAN1 PoE PSE
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Item Description

LAN2 PoE PSE See LAN1 PoE PSE.
LAN3 PoE PSE See LAN1 PoE PSE.
LAN4 PoE PSE See LAN1 PoE PSE.

PoE PSE Power? Power of PoE PSE [W]
PoE PSE Voltage? Voltage of PoE PSE [V]
PoE PSE Current? Current of PoE PSE [mA]

' Valid for IEEE 802.3at/PoE+ Type 2 devices, not allowed for IEEE 802.3af/PoE Type 1 devices.
2 Visible only when the PoE is enabled, and an external device is powered.

WiFi
If the router is equipped with a WiFi module, the WiFi AP section will display information about the WiFi interface operating

in access point mode. For configuration details, see WiFi AP.

The DFS item indicates whether Dynamic Frequency Selection (DFS) is supported. DFS is a mechanism that allows access
points in the 5 GHz spectrum to operate on restricted channels, requiring them to switch to a different channel if
interference with priority services (such as radar) is detected.

The WiFi STA section displays information about the WiFi interface operating in station mode. For configuration details, see
WiFi STA.

The items displayed in this section have the same meaning as those in the Mobile Connection section.

Peripheral Ports

These items are reported only for devices equipped with serial or binary interfaces.

Item Description
Expansion Port 1 An interface detected on the first expansion port.
Expansion Port 2 An interface detected on the second expansion port.
Digital Input 0 State of digital input 0.
Digital Input 1 State of digital input 1.
Digital Output 0 State of digital output 0.
Digital Output 1 State of digital output 1.
Info

For the voltage levels of the binary I/O ports, refer to the Hardware chapter of this manual.
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Geolocation

r

Info

This information is available only on router models equipped with a GNSS module and only when the GNSS service is
enabled.

L

This section displays the router's current position, as determined by the GNSS receiver.

Item Description

Latitude The router's current north-south position, expressed in degrees.
Longitude The router's current east-west position, expressed in degrees.
Altitude The router's current height above sea level, measured in meters.

Speed over ground The router's current speed, measured in kilometers per hour.

Course over

L The direction in which the router is moving, expressed in degrees relative to true north.

Clicking this link opens the router's current position in Google Maps in your default web

Show on map browser

Geolocation information

GNSS

[

Info

This information is available only on router models equipped with a GNSS module and only when the GNSS service is
enabled.

A

This section displays detailed information about the satellite signals and the receiver's status.

Item Description

Current Time . . o . . . .
ur ! The current time obtained from the satellite signals, expressed in Coordinated Universal Time (UTC).

(UTC)

Fix Tvpe The type of position fix. A 2D fix requires at least three satellites and provides latitude and longitude.
yp A 3D fix requires at least four satellites and provides latitude, longitude, and altitude.

HDOP Horizontal Dilution of Precision. A measure of the geometric quality of the satellite configuration. A

lower value indicates higher positional accuracy.
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Item

Satellites
Used

Satellites
SNR

Used

ICR-4400

Description

The number of satellites currently being used for the position fix out of the total number of visible
satellites.

The list of Pseudo-Random Noise (PRN) numbers for all visible satellites.

Signal-to-Noise Ratio for each visible satellite. A higher value indicates a stronger and clearer signal.
A hyphen (-) indicates that the satellite is visible but its signal is too weak to be measured.

Indicates whether a specific satellite is being used in the position calculation (Y for Yes, N for No).

GNSS information

Security Information

This section provides security-related information about the router and the currently logged-in user.

Item
User
Last Login

Failed Logins
SSH Fingerprint

Last Factory
Reset

Description

The username of the currently logged-in user.

The time of the user's last successful login and the IP address from which they connected.
The number of failed login attempts since the last successful login.

The SHA-256 fingerprint of the router's SSH server public key. Use it to verify the identity of the
router when connecting via SSH.

The date and time of the last factory reset of the router.

System Information

The System Information section displays key details about the router's hardware, software, and current operational state.
Note that some items are only displayed after clicking the More Information link.

Item

Part Number

Product Type

Product Name

Firmware
Version

Serial Number

Hardware
uuiD’

Description

The specific ordering code that identifies the product's exact hardware and software configuration.
This is typically printed on the label on the device itself.

The hardware model name of the router which identifies the exact hardware configuration. It
corresponds to the Model no. stated in the datasheet.

The commercial name of the product family that shares the same firmware base.
Information about the firmware version.

Serial number of the router (N/A if not available).

Unique hardware identifier for the device.
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Item Description
ProFigct1 Manufactured product revision number.
Revision

. Current profile — standard or alternative profiles (profiles are used, for example, to switch between
Profile . .

different modes of operation).

Free Space Available free space for Router Apps and user data.
CPU Usage CPU usage value (enable refresh in the top-right corner).
Memory Usage Memory usage value (enable refresh in the top-right corner).
Power Board' Detected type of the PoE extension board.

Supply Voltage' Router supply voltage.

Temperature' Internal router temperature.
Time Current date and time.
Uptime Duration the router has been running.

Link to the list of open-source software components in the firmware along with their license types.

Licenses . : .
Click on a license type to view its text.

' Some models may not support this item.

Mobile WAN

The Mobile WAN menu item provides real-time information about the router's mobile network connection for cellular
models. The first section of this page, Mobile Network Information, displays key details about the mobile network in which
the router operates. It also includes information about the installed cellular module.
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Mobile WAN Status | refrash |

Registration
Operator
Technology

PLMM

Cell

TAC

Channel

Band

5ignal Strength
Signal Quality

RSSI
RSRP
RSRQ
SINR
€sQ

Manufacturer
Model

Revision
Firmware Release
IMEI

ICCID
IMSI
5M5 Center

# Less Information =

Interval

Rx Data

Tx Data
Connections
Signal Min
Signal Avg
Signal Max
Cells
Availability

Interval

Rx Data

Tx Data
Connections
Signal Min
Signal Avg
Signal Max
Cells
Availability

Mobile Metwork Information

: Home Metwork
: Vodatone CZ

: B3

: 14

: LTE
: 23003
» 18As84
v 947C
: 1849
-85 dBm
-11 dB
-55 dBm
-85 dBm
: -11 dB
: 18 dB
i Quectel
EM12-G
EM12GPARBLAZOMAG
EM12GPARB1AZOMAG_21.308.81. 388
: 869 518
: 894 09419
: 238 o8l
v #4208 681
Statistics for 1st SIM card
: Today Yesterday This Week Last Week
: 422 KiB 11 KiB 434 KiB 8 KiB
: 184 KiB 7 KiB 151 KiB 8 KiB
: 18 15 34 a
: -91 dBm MfA -81 dBm N/A
-87 dBm R -87 dBm M/
: -83 dBm MSA -83 dBm N/A
: 69 13 83 a
: 95.9% 55.8% 94, 6% a.a%
Statistics for 2nd SIM card
: Today Yesterday This Week Last Week
: 494 KiB 2 KiB 496 KiB 8 KiB
: 146 KiB 2 KiB 148 KiB @ KiB
: 2 1 3 a
: -91 dBm M/A -51 dBm N/A
-87 dBm i -87 dBm M/
: -83 dBm HiA -83 dBm MNiA
: 1 1 1 a
: 26.9% 21.5% 26.0% a.e%

Connection Log

2825-11-12 @6:86:29 (1st SIM card) Connection successfully established.

This Period
434 KiB

191 KiB

34

-91 dBm

-837 dBm

-83 dBm

B3

04.6%

This Period
496 KiB
148 KiB

3

-91 dEm

-87 dBm

-83 dBm

1

26.0%

Last Period
@ KiB

& KiB

%]

MN/A

MN/A

NSA

%]

B.8%

Last Period
@ KiB

@ KiB

%]

MN/A

MN/A

M/ A

%]

@.8%

Mobile WAN Status
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Mobile Network Information

Item
Registration
Operator
Technology
PLMN

Cell

LAC/TAC

Channel

Band
Signal Strength
Signal Quality

RSSI, RSRP, RSRQ,
SINR

csQ

Manufacturer
Model

Revision

Firmware Release

IMEI / MEID
ICCID

IMSI

Description

Current network registration status.

Name of the operator whose network the router is connected to.
Transmission technology used for the connection.

Public Land Mobile Network (PLMN) code of the operator.

Identifier of the cell the router is connected to (hexadecimal format).

Unigue number (hexadecimal format) assigned to each location area:
« LAC (Location Area Code) for 2G/3G networks.
* TAC (Tracking Area Code) for 4G/5G networks.

Channel on which the router communicates:
e UARFCN for UMTS/HSPA networks.

« EARFCN for LTE networks.

« NR-ARFCN for 5G NR networks.

Cellular band abbreviation.
Signal strength (in dBm) of the selected cell.
The primary signal quality metric (EC/IO for UMTS, RSRQ for LTE/5G).

Additional signal metrics providing deeper insight into connection quality. Availability depends
on the cellular module and technology.

Cell signal strength value ranges:

¢ 2 -9 = Marginal

+10-14 = OK

*15-19 = Good

« 20 - 30 = Excellent

Manufacturer of the installed cellular module.
Model of the installed cellular module.

Firmware revision of the cellular module.

Full firmware version string of the cellular module, used for managing Firmware Over-The-Air
(FOTA) updates.

International Mobile Equipment Identity (IMEI) or Mobile Equipment Identifier (MEID) — the
unique hardware identifier of the cellular module.

Integrated Circuit Card Identifier (ICCID), a globally unique serial number of the SIM card.

International Mobile Subscriber Identity (IMSI) — a unique number that identifies the SIM card
on the mobile network.
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Item Description

SMS Center Phone number of the Short Message Service Center (SMSC) provided by the mobile operator.

The signal strength value is color-coded: black for good, orange for fair, and red for poor. The following table provides
reference ranges for each technology.

Signal Level 2G/3G (RSSI/RSCP) 4G (RSRP) 5G (RSRP)

Good > -75 dBm > -90 dBm > -90 dBm

Fair -75 dBm to -94 dBm -90 dBm to -109 dBm -90 dBm to -119 dBm

Poor < -94 dBm < -109 dBm < -119 dBm
Periods

Period Description

Today Today from 0:00 to 23:59

Yesterday Yesterday from 0:00 to 23:59

This week This week from Monday 0:00 to Sunday 23:59

Last week Last week from Monday 0:00 to Sunday 23:59

This period This accounting period

Last period Last accounting period

Connection Statistics

This section provides usage and performance data for each SIM card over various time periods. The accounting periods can
be customized on the Configuration — Mobile WAN page.

Item Description
RX data Total volume of received data.
TX data Total volume of sent data.

Connections  Total number of successful network connections established.
Signal Min Minimum signal strength recorded during the period.

Signal Avg Average signal strength during the period.

Signal Max Maximum signal strength recorded during the period.

Cells Number of times the router switched between cell towers.
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Item Description
S Percentage of time the router was successfully connected to the network. Calculated from the
Availability S . .
activation of the relevant SIM card; only active SIM cards are included.
Tips

Hovering over the minimum or maximum signal strength value reveals the timestamp of its last occurrence.

Connection Log

This section displays a detailed, real-time log of events related to the mobile network connection. It is an invaluable tool for
troubleshooting, as it records the step-by-step process of network registration and clearly indicates any errors encountered.

WiFi

Status

The Status — Wi-Fi page displays the current operational status of the Wi-Fi module and all configured interfaces, including
Access Point (AP) and Station (STA) modes.
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WiFi Status

WiFi Module Information

WiFi AP 1 Status

bssid=78:85:84:26:93:a82
ssid=PrivateNet

wpa=2

key_mgmit=5AE
group_cipher=CCMP
rsn_pairwise_cipher=CCMP

Common AP Information

G4:e3:6d:98:458:9d

flags=[AUTH] [ASSOC] [AUTHORIZED][SHORT_PREAMBLE]
capability=0x431

listen_interval=28

suppcorted_rates=82 84 @b 16

wpa=2

AKMSuiteSelector=00-8f-ac-8

rx_packets=22

tx_packets=7

inactive_msec=1878

signal=@8

rx_rate_info=118@

tx_rate_info=18

connected_time=13

sae_group=19

sae_rejected_groups=
supp_op_classes=5151525354737475767778797a7b7 cid7er
ext_capab=0400020800008040

WiFi AP 2 Status
AP status is not available.
WiFi STA Status

5TA status is not available.

Chip : Texas Instruments WL1837
Firmware : Rev 8.9.0.0.88
Supports : 1 station and 1 access point, or 2 access points

rx_bytes=2498 Information of One
tx_bytes=1325 Connected Station

Wi-Fi AP Status

Wi-Fi Module Information

This section provides hardware-specific details about the installed Wi-Fi module.

Item Description
Chip The model of the Wi-Fi chipset.

Firmware  The version of the firmware running on the Wi-Fi module.

ICR-4400

Lists the number of simultaneous interfaces the module can handle. For example, 7 station and 2 access
Supports points indicates that the router can act as a client to one network while concurrently operating two

separate access point interfaces.
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Wi-Fi AP Status
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The WiFi AP 1 Status and WiFi AP 2 Status sections display information about the Wi-Fi interfaces operating in Access Point
mode. This includes common AP settings followed by a list of connected stations (clients). Each block of connected station
data begins with the client's MAC address, followed by the items described in the tables below.

Common AP Information

Column/Item
bssid

ssid

wpa

key_mgmt

group_cipher

rsn_pairwise_cipher

Description
The MAC address of the Wi-Fi access point interface.
The Service Set Identifier (network name) broadcast by the access point.

Indicates the WPA standard version bitmask currently in use (e.g., 2 indicates support for
WPA2/RSN standards). Note that WPA3 also utilizes the RSN framework; to distinguish between
WPA2 and WPA3, refer to the key_mgmt field.

The Key Management Method used for authentication. Common values include WPA2-PSK
(WPA2 Personal) and SAE (WPA3 Personal).

The encryption protocol used for broadcast and multicast traffic within the network (e.g., CCMP,
TKIP).

Encryption protocol used for unicast traffic (e.g., CCMP).

Connected Station Information

Column/Item

[MAC Address]

flags

capability

listen_interval

supported_rates

wpa

AKMSuiteSelector

rx_packets

tx_packets

Description
The MAC address of the connected client device.
Connection flags indicating current state (e.g., [AUTH], [ASSOC], [AUTHORIZED]).

A hexadecimal bitmask indicating the station's advertised capabilities (e.g., support for ESS,
IBSS, Privacy, Short Preamble) as defined in the IEEE 802.11 standard.

The number of beacon intervals for which the station may enter power-saving mode (sleep)
before waking up to receive beacon frames.

A list of data transmission rates (in Mbps or hexadecimal representation) that the station
supports.

Indicates the WPA standard version currently in use for this connection (e.g., 2 indicates support
for WPA2/RSN standards). Note that WPA3 also utilizes the RSN framework.

The Authentication and Key Management suite selector used. It identifies the authentication
method (e.g., 00-0f-ac-8 for SAE/WPA3 or 00-0f-ac-2 for WPA2-PSK).

Number of packets received from this station.

Number of packets transmitted to this station.
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Column/Item
rx_bytes

tx_bytes
(nactive_msec

signal
rx_rate_info
tx_rate_info

connected_time
sae_group
sae_rejected_groups

supp_op_classes

ext_capab

Wi-Fi STA Status

ICR-4400

Description
Number of bytes received from this station.
Number of bytes transmitted to this station.

The time in milliseconds since the last data packet was received from the station. A lower value
indicates an active connection.

Signal strength of the connected station (in dBm).

Information about the last received data rate from the station (e.g., bitrate index or MCS index).
Information about the last transmitted data rate to the station (e.g., bitrate index or MCS index).
Duration of the current connection in seconds.

The Diffie-Hellman group (ECC curve) used during the WPA3 SAE handshake (e.g., 79 for NIST
P-256). Only applicable when WPA3 (SAE) is used.

A list of SAE groups that were proposed but rejected during the handshake process.

Supported Operating Classes. A hexadecimal string listing the frequency bands and channel
behaviors the station supports.

Extended Capabilities. A hexadecimal bitfield indicating support for advanced features (e.g., BSS
Transition, WNM) beyond the standard capability field.

The WiFi STA Status section displays information about the Wi-Fi interface operating in Station (Client) mode.
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Item
bssid
freq
ssid
id
mode

pairwise_cipher

group_cipher

key_mgmt

sae_group

sae_hle

WiFi Status

WiFi Module Information

Chip : Texas Instruments WL1837
Firmware : Rev 8.9.9.0.88
Supports : 1 station and 1 access point, or 2 access points

WiFi AP 1 Status
AP stotus is not available.

WiFi AP 2 Status
AP stotus is not available.

WiFi STA Status

bssid=78:a5:84:26:93:a2
freg=2472

ssid=PrivateNet

id=@

mode=station

pairwise cipher=CCMP
group_cipher=CCMP
key_mgmt=5AE

sae_group=19

sae_h2e=1

sae_pk=08
wpa_state=COMPLETED
ip_address=192.168.188.18
address=094:e3:6d:98:458:9d
s5id wverified=1

WI-Fi STA Status

Description

The MAC address of the Access Point to which the station is connected.

The operating frequency (channel) in MHz (e.g., 2472 corresponds to channel 13).

The name of the Wi-Fi network the station is connected to.

The internal numeric identifier of the configured network profile in the wpa_supplicant.

Operation mode (station).

ICR-4400

The encryption protocol used for unicast data traffic between the station and the access point (e.g.,

CCMP, GCMP, TKIP).

The encryption protocol used for broadcast and multicast traffic within the network (e.g., CCMP,

TKIP).

The Key Management protocol used for authentication. Common values include WPA-PSK (WPA2

Personal) and SAE (WPAS3 Personal).

The Diffie-Hellman group (ECC curve) used during the WPA3 SAE handshake (e.g., 79 for NIST P-

256). Only applicable when WPA3 (SAE) is used.

Indicates if the "Hash-to-Element" method was used for SAE password derivation. 7 means H2E was
used (mandatory for WPA3 in 6 GHz), 0 means the older "Hunting-and-Pecking" loop method was

used.
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Item

sae_pk

wpa_state

ip_address

address

ssid_verified

Scan

ICR-4400

Description

Indicates if SAE Public Key (SAE-PK) authentication was used. 7 means SAE-PK was used to
cryptographically bind the SSID to the password (preventing rogue APs), 0 means standard SAE was
used.

The current state of the connection. COMPLETED indicates a successful connection. States like
SCANNING or DISCONNECTED imply the router is searching for a network or cannot connect (check
credentials or signal).

The IP address assigned to the station interface, either obtained dynamically from a DHCP server or
configured statically.

The MAC address of the router's Wi-Fi station interface.

Indicates if the SSID has been verified (e.g., 7 for true). Only applicable when WPA3 (SAE) is used.

The Status — Wi-Fi — Scan page allows you to discover all nearby Wi-Fi networks. The results are displayed in a list,
showing the key parameters of each detected network.

List of BSSs on STA1
bd:fb:ed:4e:27:3b -Ill Ch36/5GHz WPA2-PSK/SAES workbench5GHz
» More Information «
ba:fbied:4d:26:c3 Chl/2.4GHz WPA2-PSK/AES AdvantechGuest
» More Information =
18:88:2c:55:60:a5 Ché/2.4GHz WPAZ-PSK/AES workbench
» More Information =
BC:Bb:83:75:8F:b7 Chl/2.4GHz WPAZ-PSK/AES advantech
» More Information =

Wi-Fi Scan Results

The list is structured into several columns, and each entry provides a Connect button and a link to view More Information.

Column/Item
BSS

Signal Icon

Connect button

Channel/Band
Security

SSID

Description
The MAC address of the detected access point.
A visual representation of the signal strength. More bars indicate a stronger signal.

Clicking this button redirects you to the Configuration — Wi-Fi — Station page with the selected
network's details pre-filled, allowing you to easily connect by entering the password.

The channel number and frequency band the network is operating on.
The security protocol and encryption method used by the network (e.g., WPA2-PSK/AES).

The public name of the Wi-Fi network.
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Column/Item Description

More Clicking this link expands a section with detailed technical parameters of the access point, intended

Information for advanced diagnostics.

Network

To view detailed information about network interfaces, routing tables, and active connections, navigate to the Status —
Network page. The upper part of the page displays details for all active network interfaces, followed by the IPv4 and IPv6

routing tables.
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Network Status
Interfaces
ethd Link encap:Ethernet HWaddr 02:AD:FF:00:00:81

inet addr:10.64.0.91 Bcast:10.64.3.255 Mask:255.255.252.0
inets addr: fe80::ad: f:fe00:91/64 Scope:Link

inetf addr: £d00:a40::91/56 Scope:Glcbal

UP BRORDCAST RUNNING MULTICAST MIU:1500 Metric:l

BX packets:954 errors:0 dropped:0 overruns:0 frame:0

T packets:749 errcors:0 dropped:0 overruns:0 carrier:0
cocllisions:0 txqueuelen:1000

BX bytes:32340 (80.4 KB} TX byte3:%69616 (946.8 EB)

ethl Link encap:Ethernet HWaddr 02:AD:FF:01:00:891
bytes:14419 4 | IX bvtes:&§ &80.0

Link encap:Ecthernet HWaddr 02:RD:FF:02:00:91
3 « FA . o

A == oha]
lanl Link encap:Ethernet HWaddr 02:RD:FF:00:00:91
inets addr: fe80::ad:ffff:fe00:91/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MIU:1500 Metric:l

RE packets:967 errcrs:0 dropped:% overruns:0 frame:0
TX packets:753 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

BX bytes:34227 (82.2 KB} TX bytes3:970216 (947.4 EB)

Link encap:Ethernet HWaddr +EDTEF:00:00:91
inet6 addr: fef80::ad:fffif:fe00:91/64 Scope:Link
UP BRORDCAST RUNNING MULTICAST MTU:1500 Metrie:1

BX packets:1230 errcora:0 dropped:0 overruns:0 frame:0
TX packets:764 error3s:0 dropped:0 cwverruns:0 carrier:0
collisicons:0 txqueuelen:1024

BX bytes:125706 (122.7 EB) TX bytes:977642 (954.7 KB
Route Table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.253.254 0.0.0.0 oz a i} 0 usbl
10.64.0.0 0.0.0.0 255.255.252.0 1) 0 i} 0 ethd
10.65.0.0 0.0.0.0 255.255.252.0 1) a i} 0 ethl
10.66.0.0 0.0.0.0 255.255.252.0 1) Ju} Ju} 0 eth2
10.70.0.0 0.0.0.0 255.255.252.0 1) 0 i} 0 wlani
10.72.0.0 0.0.0.0 255.255.252.0 1) a i} 0 wlan02
152.168.253.254 0.0.0.0 255.255.255.255 UH a a 0 uabd
IPv6 Route Table
Destination Next Hop Flags Metrie Ref Use Iface
G4:ff9b::/96 HH u 256 1 0 nathd
ff00::/8 33 u 2568 1 0 natfd
S 33 In =1 1 1 le
Backup Routes
WAN IP Interface : ethe
WAN IP Address : 18.48.28.252
WAN IPvéE Interface : N/A
WAMN IPvée Address : N/A

LLDP Meighbors

LLDP service is disabled

Network Status

Interfaces

This section provides an overview of all active network interfaces on the router. For each interface, it displays essential
information such as assigned IP addresses, MAC address, and traffic statistics. In the table below, the x in an interface
name represents its zero-indexed instance number. The availability of specific interfaces depends on the router model and
its configuration.
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Interface Description

A physical Ethernet interface directly connected to the CPU. The index x identifies the interface instance

ethx (e.g., ethO, ethT).

larx A logical LAN intgrface representing an in'dividua.ml port of the internal Ethernet switch. These interfaces
are part of the switch fabric and communicate with the CPU through the corresponding ethO CPU port.

Vianx A logical VLAN interface. The index.x is an internal interface number qnd dpes _not match the configured
VLAN ID. The actual VLAN ID is defined separately and mapped to this logical interface.

lo The virtual loopback interface used for internal communication within the router.

null0 A virtual interface used by the NAT64 translator. Traffic routed to this interface is discarded.

switch0 The internal hardware switch interface representing the switch fabric that aggregates the LAN ports.

usbO, Interfaces representing the cellular WAN connections for the first or second modem module. These

usb1 interfaces are connected internally via the USB bus.

wlanx A Wi-Fi interface, where x identifies the physical radio or a virtual access point instance.

pppoex A virtual interface for a PPPoE session, where x is the instance number.

tunx A virtual interface for an OpenVPN tunnel, where x is the tunnel instance number (0-3).

ipsecx A virtual interface for an IPsec tunnel, where x is the tunnel instance number (0-3).

wgx A virtual interface for a WireGuard tunnel, where x is the tunnel instance number (0-3).

grex A virtual interface for a GRE tunnel, where x is the tunnel instance number (0-3).

[2tp0 A virtual interface for an L2TP tunnel. Only one instance is supported.

pptp0 A virtual interface for a PPTP tunnel. Only one instance is supported.

Each active interface provides a detailed summary of its status and traffic statistics. The parameters are described below.

Item Description

HWaddr The hardware Media Access Control (MAC) address of the interface.

[net addr The primary IPv4 address assigned to the interface.

(net6 addr The primary IPv6 address assigned to the interface. An interface may have multiple IPv6 addresses.

P-t-P For a point-to-point link, this is the IP address of the remote peer.

Bcast The broadcast address for the interface's subnet.

Mask The subnet mask associated with the IPv4 address.

MTU The quimym Transmission pnit, indicating the largest packet size (in bytes) that the interface can
transmit without fragmentation.

Metric A value used by the routing table to determine the cost of a route. Lower values are preferred.

RX/TX . : .

s The total count of packets received (RX) and transmitted (TX) by the interface.
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Item Description

Errors A count of errors that occurred during reception or transmission.

Brases) The number of packets that were dropped during reception or transmission, often due to a lack of
buffer space.

Overruns The number of packets lost due to buffer overloads.

Frame The number of received packets dropped due to framing errors (e.g., incorrect checksums).

Carrier The number of transmission errors related to the physical layer carrier signal.

Collisions The number of packet collisions detected on the physical medium.

txqueuelen The current length of the transmission queue for the interface.

RX/TX bytes The total volume of data in bytes received (RX) and transmitted (TX).

Routing Tables

The middle of the page shows the kernel routing tables. Both the /Pv4 Route Table and the IPv6 Route Table are displayed.
Below the main routing tables, the Backup Routes section lists any currently active backup routes.

If NAT64 is enabled (Configuration — NAT — IPv6), it is automatically used for communication between IPv6 and IPv4
networks. This works with the router's DNS64 service, which synthesizes AAAA records from A records. When active, a route
for the default NAT64 prefix, 64:ffob::/96 , will be visible in the IPv6 Route Table.

Backup Routes

This section identifies the active primary WAN interface and its corresponding IP address for both IPv4 and IPv6 Internet
traffic. The status shown here directly reflects the router's automatic failover system (for details, see Backup Routes), which
operates independently of the main routing table. When the primary connection fails, the router automatically switches to a
backup interface, and that change is immediately displayed here.

Parameter Description

WAN IP Displays the network interface (e.g., ethe , usbe ) currently providing the primary outbound path
Interface for all IPv4 traffic. If no connection is active, this shows N/A .

WAN 1P Displays the current IPv4 address assigned to the active WAN interface.

Address

WAN [Pv6 Displays the network interface currently providing the primary outbound path for all IPv6 traffic. If
Interface no connection is active, this shows N/A .

ml:lez% Displays the current IPv6 address assigned to the active WAN IPv6 interface.
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LLDP Neighbors

This section displays information about directly connected network devices discovered via the Link Layer Discovery Protocol
(LLDP). For this section to be populated, the LLDP service must be enabled in the router's configuration; see LLDP for
details.

By default, the page provides a concise summary of all detected neighbors — local interface, the neighbor's MAC address
( ChassisID ), system name ( SysName ), and basic port details. To view extended diagnostic data such as hardware
descriptions, management IP addresses, device capabilities, and PoE parameters, click the » More Information « link. The
following example shows the extended information for an Advantech ICR-3232 router:

1 Interface: ethl, via: LLDP, RID: 2, Time: © day, 01:03:07 text

2 Chassis:

3 ChassisID: mac 00:11:22:33:44:55

4 SysName: Router

5 SysDescr: ICR-323x 6.6.1 (2026-02-11, commit

6 2f2ad43db9be8bc71c5d5efedcf64dfdbo910ff1l) #3559

7 MgmtIP: 192.168.1.10

3 MgmtIface: 9

9 MgmtIP: fe80::85f:aff:febc:7ble

10 MgmtIface: 11

11 Capability: Bridge, off

12 Capability: Router, on

13 Capability: Wlan, off

14 Capability: Station, off

15 Port:

16 PortID: mac 00:11:22:33:44:55

17 PortDescr: ethe

18 TTL: 20

19 PMD autoneg: supported: yes, enabled: yes

20 Adv: 10Base-T, HD: yes, FD: yes

21 Adv: 100Base-TX, HD: yes, FD: yes

MAU oper type: 100BaseTXFD - 2 pair category 5 UTP, full duplex mode

[

Tips

The structure and meaning of LLDP data units (TLVs) are defined by the IEEE 802.1AB standard. For more information
about the protocol, visit the official IEEE 802.1 working group page at ieee802.org/1/pages/802.1ab.html 7. Full
versions of |EEE standards are typically accessible through the |[EEE GET program 7.
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Information about the DHCP server activity is accessible via the DHCP item. The DHCP server automatically configures the
client devices connected to the router. The DHCP server assigns each device an IP address, subnet mask, and default
gateway (IP address of the router) and DNS server (IP address of the router). DHCPv6 server is supported.

See the figure below for the DHCP Status example. Records in the DHCP Status window are divided into two parts based on

the interface.

IPv4 Address
192.168.2.2

IPvE Address
2001 :db3: 18

IPv4 Address
192.168.2.2

DHCP Status
Active DHCP Leases (LAN)

Lease Ends MAC
2822-86-14 11:26:38 aa:bb:iccidd:iee:fF

Lease Starts
2822-86-14 11:16:38

Lease Ends TA-NA
2822-86-14 11:38:27

Lease Starts
2822-86-14 11:28:27

Active DHCP Leases (WiFi AP 1)

Lease Ends MAC
2822-86-14 11:48:55 aa:bb:cc:dd:ee:f+

Lease Starts
2822-86-14 11:38:55

No active dynomic DHCPvE Leoses.

Active DHCP Leases (WiFi AP 2)

DHCP server is disabled.

4 235{P\2a6" 0082014000 001%y\B38DP{\ 235 2465K

Hostname
"PETA-NB"

Hostname
"GQalaxy-518"

DHCP Status

The DHCP Status window displays the following information on a row for each client in the list. All items are described in

table below.

Item

IPv4 Address
IPv6 Address
Lease Starts
Lease Ends
MAC
Hostname

IA-NA

Description

IPv4 address assigned to a client
IPv6 address assigned to a client
Time IP address lease began
Time IP address lease expires
Client's MAC address

Client hostname

IPv6 unique identifier
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Info

The DHCP status may occasionally display two records for one IP address, potentially caused by resetting the client
network interface.

IPsec

To check the status of configured IPsec tunnels, navigate to the Status — IPsec page. This page displays a log of the IPsec
connection status.

For a successfully established tunnel, the log will contain the keyword ESTABLISHED. Additionally, the status summary will
show the number of active connections, such as 1 up, as highlighted in the figure below.

If the log does not show these indicators (e.g., it shows 0 up), the IPsec tunnel has not been successfully established.

IPsec Status

IPsec Tunnels Information

Status of IKE charon daemon (weakSwan 5.5.3, Linux 3.12.18+, armv7l):
uptime: 26 minutes, since Mov @9 1@:26:1@ 2817
melloc: sbrk 525384, mmap @, used 123184, free 485280
worker threads: 11 of 16 idle, 5/8/8/8 working, job queue: B8/8/8/@, scheduled: 5
loaded plugins: charon nonce pem openssl kernel-netlink socket-default stroke updown
Liztening IPF addresses:
192.168.1.1
2001:18:7:6::1
18.4.8.228
Connections:
ipsecl: 18.8.8.228...%any IKEv2, dpddelay=2@8s
ipsecl: local: [108.8.8.228] uses pre-shared key authentication
ipsecl: remote: uses pre-shared key authentication
ipcecd: child: 2081:18:7:5:;:/64 === _1995:18:7:5:: /64 TUNNEL . dodection=clear
security Associations (1 up, @ connmecting):
ipsecl[2]: ESTABLISHED 17 minutes ago, 10.8.8.228[10.8.8.228
ipsec 2 v 5 Je 1 eifc _r®, pre-snare
ipsecl[2]: IKE proposal: AES_CBC_128/HMAC_SHA2 256_128/PRF_HMAC_ SHA2 256/MODP_3872
ipsec1{2}: INSTALLED, TUNMEL, reqid 2, ESP SPIs: c7247a@3 i c29f5287 o
ipsec1{2}: AES_CBC_128/HMAC_SHALl 9%, @ bytes_i, @ bytes_o, rekeying in 3@ minutes
ipsecl{2}: 20@1:18:7:6:: /64 === 1999:18:7:5:: /64

.. 18.8.2.256[10.8,2,258
entication in 28 minutes

|Psec Status

WireGuard

To check the status of configured WireGuard tunnels, navigate to the Status — WireGuard page. This page displays the
current operational state and statistics for each active WireGuard interface.

The figure below shows an example of a running WireGuard tunnel.
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WireGuard Tunnel Status
1st WireGuard Tunnel Information

interface: wgl
public key: ZuSpZz4h@5xUDGvcFNIULr2WaoxzcLleVAHI+kyEB3E=
private key: (hidden)
listening port: 51828

peer: sHvmBRBHLOMZhRtmD+/VAScSaIuDPgfnwg371+8gMiM=
endpoint: 192.168.7.231:51828
allowed ips: 1@.@.8.8/3@, 192.168.133.8/24
latest handshake: 1 minute, 55 seconds ago
transfer: 1.44 KiB received, 5.28 KiB sent
persistent keepalive: every 25 seconds

2nd WireGuard Tunnel Information
WireGuard is disabled.

3rd WireGuard Tunnel Information
WireGuard is disagbled.

4th WireGuard Tunnel Information

WireGuard is disabled.

WireGuard Status Page

The status page displays the following information for each peer connected to a WireGuard interface.

Parameter Description
Interface The name of the WireGuard interface on the router (e.g., wge ).
Public key The public key of the connected peer.
Allowed ips The IP addresses from which this peer is allowed to send traffic through the tunnel.
The time elapsed since the last successful handshake with the peer. A handshake confirms a secure
Latest . S . . .
connection. This time is only displayed after data has been exchanged, either from regular traffic or a
handshake . .
keepalive packet (if enabled).
Transfer The total amount of data received (rx) and transmitted (tx) through the tunnel for this peer.
Warning

Latest handshake time will not appear until tunnel communication occurs (data sent by client-side or keepalive data
when NAT/Firewall Traversal is set to yes).

Dynamic DNS

The Dynamic DNS service allows you to access the router using a fixed domain name even when its public IP address
changes. To view the service's current status, navigate to the Status — Dynamic DNS page.
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Warning

For the Dynamic DNS service to function correctly, the router's mobile connection must be assigned a public IP
address by your cellular provider.

The router is compatible with several third-party Dynamic DNS providers and supports standard update protocols,
including DynDNS (HTTP API) and DDNS (RFC 2136). You can configure the service to use providers such as:

* freedns.afraid.org 7

e www.duckdns.org 7

* www.noip.com 7

IPv6 updates can be used when /P Mode is set to IPv6 on the Services — Dynamic DNS configuration page. The status page
displays messages that indicate the current state of the Dynamic DNS client and its communication with the provider.

Dynamic DNS Status | refresh |

Last Dynamic DNS Update Status
Dynamic DNS record successfully updated.
Last Dynamic DNSve Update Status

Dynamic DN5uw6 client is disabled.

Dynamic DNS Status

The list below shows the possible messages you may encounter:

® Dynamic DNS client is disabled.

® |Invalid username or password.

* Specified hostname doesn't exist.

* Invalid hostname format.

® Hostname exists, but not under specified username.
* No update performed since startup.

® DNS error encountered.

® DynDNS record is already up to date.

® DynDNS record successfully updated.

® DynDNS system parametr is not valid.

* DynDNS server failure.

® Last reported IP was [IP address] on [datetime].
® Last report to Dynamic DNS server is unknown.
® Dynamic DNSv6 client is disabled.

Connections

The Status — Connections page displays a real-time list of all active network connections passing through the router. This
overview is particularly useful for monitoring current network traffic and troubleshooting routing or connectivity issues.
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

1a.
1a.
1a.
18.
1a.
1a.
1a.
1a.
1a.
1a.
18.
1a.
1a.
1a.
1a.
1a.

Connections

64.8.1 48566 19.64.9.138@
64.8.1 48565 12.64.2.138@
64.8.1 48557 12.64.2.138
64.8.1 48563 19.64.8.138
64.8.1 49564 12.64.82.138@
64.8.1 48559 12.64.2.138
64.8.1 48578 12.64.3.138
64.8.1 49569 12.64.8.138
64.8.1 498561 12.64.2.138@
64.8.1 49568 12.64.2.138
64.8.1 48553 19.64.8.138
64.8.1 48571 12.64.2.138@
64.8.1 48567 12.64.2.138
64.8.1 48572 12.64.3.138
64.8.1 48568 12.64.8.138
64.8.1 48562 12.64.3.138@

Protocol Source Address  Source Port Destination Address  Destination Port

443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

ICR-4400

The table below describes the information provided in each column of the connections list.

Column

Protocol

Source Address
Source Port
Destination Address

Destination Port

Router Apps

Connections Status

Description

The transport layer protocol used for the connection (e.g., TCP , UDP , or ICMP ).

The originating IP address of the network connection.

The originating port number of the connection.
The target IP address of the network connection.

The target port number of the connection.

The Status — Router Apps page provides a quick overview of all Router Apps currently installed on the router. This summary
allows administrators to easily verify the operational state of each application without needing to navigate to the primary
configuration menu of every single Router App.

As shown in the figure below, the page lists each installed Router App and clearly indicates its current status (e.g., whether
the application is actively running or currently stopped).
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Router Apps Status refresh
FOTA
Application fota is stopped
Pinger
Module pinger is running
Sleep Mode

Module sleepmode is running
USE LED Management
Module usrled_mgmt is stopped
Web Terminal

Module Web Terminal is running

Router Apps status page

System Log

To view the router's operational logs, navigate to the Status — System Log page. This page displays messages generated by
the router's operating system and various services.

Info

For security, sensitive data such as passwords is automatically filtered out from the system log and diagnostic reports.

The level of detail in the log is controlled by the Minimum Severity setting on the Configuration — Services — Syslog page.

The router manages log storage to prevent files from growing indefinitely. By default, the total log size is limited to 10 KiB,
split between two rotating files. When the current file is full, the system switches to the other. Once both are full, new
entries overwrite the oldest ones. The Log Size Limit can be adjusted on the Syslog configuration page.

The System Log page provides several options for downloading diagnostic information:
® Save Log: Downloads the current contents of the system log as a plain text file ( *.1log ).

® Save Report: Generates and downloads a comprehensive diagnostic report file ( *.txt ), which is essential for
troubleshooting and providing to technical support. The report always contains the following information:

o General system information and status

o Network statistics and current routing tables
o A list of all running processes

o Filesystem usage information

o The complete system log
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Tips

For users logged in with the Admin role, the report additionally includes a copy of the current router
configuration. This section is omitted for standard users.

L

® Save Diagnostic Data: Downloads a compressed archive ( *.gz ) containing detailed data from the last system
failure. This button is only visible to users with the Admin role and is only enabled when a system crash dump is
present. The data is intended for advanced analysis by technical support.

System Log

Systemn Messages

2013-07-02 12:46:1%9 pppad[426]: module is turned on

2013-07-02 12:46:19 pppsd[426]: selected SIM: 1st

2013-07-02 12:46:19 dnsmasg[453]: started, wersion 2.59 cachesize 150
2013-07-02 12:46:19 dnsmasag[453]: cleared cache

2013-07-02 12:46:19 bard[455]: bard started

2013-07-02 12:46:19 pppad[426]: selected APN: connection.com
2013-07-02 12:46:19 pppad[426]: waiting for registration
2013-07-02 12:46:20 pppad[426]: starting uskd

2013-07-02 12:46:20 usbd[500]: uskd started

2013-07-02 12:46:20 usbd[500]: establishing connection

2013-07-02 12:46:20 3shd[506]: Server listening on 0.0.0.0 port 22.
2013-07-02 12:46:29 uskd[500]: connection established

2013-07-02 12:46:29 uskbd[500]: local IP address 10.0.1.22
2013-07-02 12:46:29 usbd4d[500]: primary DNS address 10.0.0.1
2013-07-02 12:46:29 bard[455]: backup route selected: "Mobile WAN"

Save Log || Save Report

System Log
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& Configuration Pages

Ethernet

To enter the Local Area Network configuration, select the Ethernet menu item in the Configuration section. The Ethernet
item will expand in the menu on the left, allowing you to choose the appropriate Ethernet interface to configure: ETHO for
the first Ethernet interface and ETH1 for the second Ethernet interface, and ETHZ2 for the third Ethernet interface.

The LAN Configuration page is divided into IPv4 and IPv6 columns, as shown in Figure below. There is dual stack support
for IPv4 and IPv6 protocols, meaning they can run concurrently. You can configure either one of them or both. If both I1Pv4
and IPv6 are configured, network devices will automatically select the communication protocol. The configuration items and
differences between IPv6 and IPv4 are described in the tables below.

Since the ETHO interface is a switched Ethernet interface with four ports, there are four checkboxes on the page labeled
Enable Port. These can be used to enable or disable individual ports. Unlike a single-port Ethernet interface, this
configuration page also includes a section for VLAN filtering settings; for more information, see VLAN Filtering below.
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ETHO Configuration

CA Certificate

Local Certificate

Local Private Key

Identity

Password

Enable Port
IPva IPV6
DHCP Client | disabled v || disabled ~|
IP Address [192.168.1.1 || |
Subnet Mask / Prefix [255.255.256.0 || |
Default Gateway | || |
Primary DNS Server | || |
Secondary DNS Server | || |
Bridged [na v|
MTU [1500 | bytes 576-1500 bytes
Port 1 Port 2 Port 3 Port 4
Media Type [ auto-negotiation v || auto-negotiation ~| | auto-negotiation ~ || auto-negotiation ~|
PoE PSE | enabled v|| enabled v|| enabled v|| enabled v|
Enable dynamic DHCP leases
IPv4 IPv6
IP Pool Start [192.168.1.2 || |
IP Pool End [192.168.1.254 || |
Lease Time |EFEIU ||Eil][] | sec 5-86400 sec
[] Enable static DHCP leases
MAC Address IP Address IPv6 Address
L | I |
2 | | I |
Maximum 32 items
] Enable 1Pvs prefix delegation
Subnet ID * | |
Subnet ID Width * | | bits 8-32 bits
[l Enable VLAN Filtering
VLAN ID Port 1 Port 2 Port 3 Port 4 ETHO
1 [ | [untagged ~||untagged ~|| untagged ~ || untagged ~|| untagged v|
2 | [of vl[of vl [of vl[of v [of v]
3 | | [of v][of vl of vl [of v [of v]
Maximum 2 items
[l Enable IEEE 802.1X Authentication
Authentication Method |EAP-PEAP/MSCHAPY2 v

Mo file chosen

Mo file chosen

No file chosen

o

= can be blank

LAN Configuration Page

Page 2 of 136



Configuration Pages ICR-4400

Item Description
Enable Port Enables or disables the physical Ethernet port.

Enables or disables the DHCP client function. If in the IPv6 column, the DHCPv6 client is enabled.
The DHCPv6 client supports all three methods of obtaining an IPv6 address: SLAAC, stateless
DHCPv6, and stateful DHCPv6. Options:

DHCP Client « disabled: The router does not allow automatic allocation of an IP address from a DHCP server in
the LAN network.
« enabled: The router allows automatic allocation of an IP address from a DHCP server in the LAN
network.

A fixed IP address for the Ethernet interface. Use IPv4 notation in the IPv4 column and IPv6 notation

[l in the IPv6 column. Shortened IPv6 notation is supported.

Subnet Mask / Specifies the subnet mask for the IPv4 address. In the IPv6 column, fill in the prefix for the IPv6

Prefix address: a number in the range of 0 to 128.

Default Specifies the IP address of the default gateway. If provided, every packet with a destination not
found in the routing table is sent to this IP address. Use the correct IP address notation in both the

Gateway
IPv4 and IPv6 columns.

Primary DNS Specifies the primary IP address of the DNS server. When the IP address is not found in the routing

Servery table, the router forwards the request to the DNS server specified here. Use the correct IP address
notation in both the IPv4 and IPv6 columns.

Secondary Specifies th dary IP address of the DNS

DNS Server pecifies the secondary IP address of the server.

The Default Gateway and DNS Server items are only used if the DHCP Client is set to disabled and if the ETHO or ETH1 LAN
is selected by the Backup Routes system as the default route.

The following three items (in the table below) are global for the configured Ethernet interface. Only one bridge can be
active on the router at a time. The DHCP Client, IP Address, and Subnet Mask / Prefix parameters of only one of the
interfaces are used for the bridge. The ETHO LAN has higher priority when both interfaces (ETHO and ETH1) are added to
the bridge. Other interfaces can be added to or removed from an existing bridge at any time. The bridge can be created on
demand for such interfaces, but not if it is configured by their respective parameters.

Warning

Under certain conditions, the ETH interface may operate as a WAN interface, and the rules defined in the Firewall
settings will be applied to it. Details are described in Backup Routes and are demonstrated with examples provided

there.
Item Description
Activates or deactivates the bridging function on the router.
Bridaed * no: The bridging function is inactive (default).
9 - yes: The bridging function is active.
See the Bridge Notes below the table for further details.
MTU Maximum Transmission Unit value. Default value is 1500 bytes.
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Item Description

Specifies the type of duplex and speed used in the network.

« Auto-negotiation: The router automatically sets the best speed and duplex mode of communication
according to the network's possibilities.

+ 1000 Mbps Full Duplex: The router communicates at 1000 Mbps, in the full duplex mode.

+ 100 Mbps Full Duplex: The router communicates at 100 Mbps, in the full duplex mode.

+ 100 Mbps Half Duplex: The router communicates at 100 Mbps, in the half duplex mode.

¢ 10 Mbps Full Duplex: The router communicates at 10 Mbps, in the full duplex mode.

+ 10 Mbps Half Duplex: The router communicates at 10 Mbps, in the half duplex mode. This can be set
individually for each port on the switched ETHO interface.

Media
Type

« enabled: The PoE PSE feature is enabled. This can be set individually for each port on the switched
PoE PSE ETHO interface.
« disabled: The PoE PSE feature is disabled (default).

Bridge Notes

A bridge behaves like a network switch, forwarding packets between interfaces that are connected to it. The Advantech
router supports creating a bridge network within Ethernet interfaces or between Ethernet interfaces and Wi-Fi Access Point
(AP) interfaces. Once the bridge is configured and established, a new interface named bre is created. This interface will
appear in the Status — Network — Interfaces section.

If a bridge is configured on two Ethernet interfaces, the bre interface will inherit the IP address of the Ethernet interface
with the lower index. IP address and subnet configuration of the Ethernet interface with the higher index will be removed.
This behavior is consistent regardless of the order in which the interfaces are configured.

To include a Wi-Fi AP interface in the bridge, at least one Ethernet interface must also be part of the bridge configuration.
In this case, the IP address of the bridge interface bre will again be determined by the Ethernet interface (or interfaces)
with the lowest index.

DHCP Server

The DHCP server assigns the IP address, gateway IP address (IP address of the router) and IP address of the DNS server (IP
address of the router) to the connected clients. If these values are filled in by the user in the configuration form, they will be
preferred.

The DHCP server supports static and dynamic assignment of IP addresses. Dynamic DHCP assigns clients IP addresses from
a defined address space. Static DHCP assigns IP addresses that correspond to the MAC addresses of connected clients.

4

Info

® [f IPv6 column is filled in, the DHCPv6 server is used. DHCPv6 server offers stateful address configuration to
connected clients. Only when the Subnet Prefix above is set to 64, the DHCPv6 server offers both: the stateful
address configuration and SLAAC (Stateless Address Autoconfiguration).

® For DHCPv6 static address assignment to work, DHCPv6 client must use DUID-LL or DUID-LLT types that are
derived from its MAC address.

Page 4 of 136



Configuration Pages ICR-4400

Warning

Do not to overlap ranges of static allocated IP addresses with addresses allocated by the dynamic DHCP server. IP

address conflicts and incorrect network function can occur if you overlap the ranges.

Configuration of Dynamic DHCP Server

Item

Enable dynamic
DHCP leases

I[P Pool Start
I[P Pool End

Lease time

Description
Select this option to enable a dynamic DHCP server.

Starting IP addresses allocated to the DHCP clients. Use proper notation in IPv4 and IPv6 column.

End of IP addresses allocated to the DHCP clients. Use proper IP address notation in IPv4 and IPv6
column.

Time in seconds that the IP address is reserved before it can be re-used.

Configuration of Static DHCP Server

Item

Enable static
DHCP leases

MAC Address

IPv4 Address

IPv6 Address

Description

Select this option to enable a static DHCP server. You can define up to thirty-two rules. A new row
for defining the next rule appears automatically after filling in the previous one.

MAC address of a DHCP client.
Assigned IPv4 address. Use proper notation.

Assigned IPv6 address. Use proper notation.

IPv6 Prefix Delegation

Warning

This is an advanced configuration option. IPv6 prefix delegation works automatically with DHCPv6: use only if different

configuration is desired and if you know the consequences.

If you want to override the automatic IPv6 prefix delegation, you can configure it in this form. You have to know your
Subnet ID Width (part of IPv6 address), see the figure below for the calculation help: it is an example: 48 bits is Site Prefix,
16 bits is Subnet ID (Subnet ID Width) and 64 bits is Interface ID.

2001:0db8:8523:08d3:1319:8a2e:0370:7344

[ I Il |
T 1 1

Site Prefix Subnet ID Interface ID

IPv6 Address with Prefix Example
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Enable IPv6 prefix
delegation

Subnet ID

Subnet ID Width

ICR-4400

Description
Enables prefix delegation configuration filled-in below.

The decimal value of the Subnet ID of the Ethernet interface. Maximum value depends on
the Subnet ID Width.

The maximum Subnet ID Width depends on your Site Prefix: it is the remainder to 64 bits.

802.1X Authentication with RADIUS Server

IEEE 802.1X is an IEEE standard for port-based Network Access Control (PNAC). It provides an authentication mechanism
for devices connecting to a LAN or WLAN using "EAP over LAN" (EAPoL), which encapsulates the Extensible Authentication

Protocol (EAP).

I[EEE 802.1X authentication involves three parties: a supplicant, an authenticator, and an authentication server, illustrated

in the figure below.

EAPoL RADIUS %
e ———————————
(EAP) % (EAP) %
@ - Authenticator Authentication
Server

Supplicants
(Identity:Password)

IEEE 802.1X Functional Diagram

® The supplicant is a client device (e.g., a laptop) requesting network access.

® The authenticator is a network device (e.g., a switch or router) that controls network access and mediates
communication with the authentication server.

® The authentication server (typically a RADIUS server) validates the supplicant's credentials and authorizes or denies

access.

Info

Advantech routers can function as a supplicant or an authenticator, but not as an authentication server.

Interface  Supplicant Role Authenticator Role

LAN As a built-in feature, configure LAN with While not a built-in feature, it can be facilitated by the
802.1X authentication. 802.1X Authenticator 7 Router App.

WiFi In Station (STA) mode. In Access Point (AP) mode.
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The 802.1X supplicant can be enabled in the section below. This requires configuring an identity and, for EAP-TLS,
certificates.

Item Description

Enable IEEE 802.1X Authentication Enables the 802.1X supplicant on this interface.

Authentication Method Selects the authentication method (EAP-PEAP/MSCHAPvV2 or EAP-TLS).
CA Certificate Defines the CA certificate for the EAP-TLS protocol.

Local Certificate Defines the local certificate for the EAP-TLS protocol.

Local Private Key Defines the local private key for the EAP-TLS protocol.

|dentity The username (identity) for authentication.

Password The password for authentication (used only for EAP-PEAP/MSCHAPV2).
Local Private Key Password The password for the local private key (used only for EAP-TLS).

LAN Configuration Examples
Example 1: IPv4 Dynamic DHCP Server, Default Gateway and DNS Server

® The range of dynamic allocated IPv4 addresses is from 192.168.1.2 to 192.168.1.4.
* The address is allocated for 600 second (10 minutes).

* Default gateway IP address is 192.168.1.20

® DNS server IP address is 192.168.1.20

-

f ===== { 192.168.1.2

192.168.1.3 1

Q*/
&

192.168.1.20

GSM / LTE

192.168.1.1

Network Topology for Example 1
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ETH1 Configuration

Enable Port
1Pv4 IPv6
DHCP Client | disabled ~ || disabled |
IP Address [192.168.1.1 I |
Subnet Mask / Prefix |255.255 255 0 Il |
Default Gateway [192.168.1.20 I |
Primary DNS Server [192.168.1.20 I |
Secondary DNS Server | || |
Bridged [no ~|
MTU [1500 | bytes 576-1500 bytes
Media Type | auto-negotiation v|
Enable dynamic DHCP leases
1Pv4 IPV6
IP Pool Start [192.168.1.2 I |
IP Pool End [192.168.1.4 Il |
Lease Time |50U ||EiI]L'I | sec 5-86400 sec
["1Enable static DHCP leases
MAC Address IP Address IPv6 Address
1| | I
2| | |
Maximum 32 items
[C1 Enable IPv6 prefix delegation
Subnet ID * | |
Subnet ID Width * | | bits 8-32 bits

Authentication Method

CA Certificate

Local Certificate

Local Private Key

Identity

Password

["1 Enable IEEE 802.1¥ Authentication

| EAP-PEAP/IMSCHAPY2  w|

Mo file chosen

Mo file chosen

Mo file chosen

o

= can be blank

LAN Configuration for Example 1

Example 2: IPv4 Dynamic and Static DHCP server

® The range of allocated addresses is from 192.168.1.2 to 192.168.1.4.
¢ The address is allocated for 600 seconds (10 minutes).

® The client with the MAC address 01:23:45:67:89:ab has the IP address 192.168.1.10.
® The client with the MAC address 01:54:68:18:ba:7e has the IP address 192.168.1.11.
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192.168.1.2

O =

GSM / LTE

192.168.1.1

/
=
| .

192.168.1.10 192.168.1.11
01-23-45-67-89-ab 01-54-68-18-ba-7e

Network Topology for Example 2
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ETH1 Configuration

Enable Port
IPv4 IPv6
DHCP Client | disabled || disabled v
IP Address [192.168.1.1 | |
Subnet Mask / Prefix |255.255.255.0 | |
Default Gateway | | | |
Primary DNS Server | || |
Secondary DNS Server | || |
Bridged [no v|
MTU [1500 | bytes 576-1500 bytes
Media Type | auto-negotiation v|
Enable dynamic DHCP leases
IPv4 IPv6
IP Pool Start [192.168.1.2 i |
IP Pool End [192.168.1.4 | |
Lease Time |Ei[l£] ||E~l][] | sec 5-86400 sec
Enable static DHCP leases
MAC Address IP Address IPv6 Address
1 |01:23:45:67:89:ab |[192.168.1.10 i
2 [01:54:68:18:ba:Te |[192.168.1.11 |
Maximum 32 items
["1 Enable IPvE prefix delegation
Subnet ID * | |
Subnet ID Width * | | bits 8-32 bits

Authentication Method

CA Certificate

Local Certificate

Local Private Key

Identity

Password

[ Enable IEEE 802.1X Authentication

| EAP-PEAPIMSCHAPv2 |

No file chosen

Mo file chosen

Mo file chosen

@

= can be blank

LAN Configuration for Example 2

Example 3: IPv6 Dynamic DHCP Server

® The range of dynamic allocated IPv6 addresses is from 2001:db8ffff.
* The address is allocated for 600 second (10 minutes).

® The router is still accessible via IPv4 (192.168.1.1).
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Assigned

IPv6 Address @

Assigned Mobile WAN
IPV6 Address «— % «—> % - — — >
Router
Assigned eth1 IPv6: 2001:db8::1 Internet
ssigne :
IPv6 Address eth1 IPv4: 192.168.1.1

Network Topology for Example 3
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ETH1 Configuration

Enable Port

IPv4 IPv6
DHCP Client | disabled ~ || disabled ~|
IP Address [192.168.1.1 |[2001:db8::1 |
Subnet Mask / Prefix |255.255.255.0 | 64 |
Default Gateway | | | |
Primary DNS Server | || |
Secondary DNS Server | || |
Bridged [no ~|
MTU 1500 | bytes 576-1500 bytes
Media Type | auto-negotiation ~|

Enable dynamic DHCP leases

IPv4 IPv6
IP Pool Start | || 2001:db8::2 |
IP Pool End | || 2001:db8:ffff |
Lease Time | ||51]U |5ec 5-86400 sec

["1 Enable static DHCP leases
MAC Address IP Address IPv6 Address

L | | |
2| | | |

Maximum 32 items

[1 Enable IPvE prefix delegation
Subnet ID * | |

Subnet ID Width * | | bits 8-32 bits

[ ] Enable IEEE 802.1X Authentication
Authentication Method [EAP-PEAP/MSCHAPY2 +|

CA Certificate

Mo file chosen
Local Certificate

Mo file chosen
Local Private Key

No file chosen
Identity | |
Password | @|

* can be blank

LAN Configuration for Example 3
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VLAN Filtering

4

Info

The functionality in this section controls VLAN membership within the ETHO switch. The router also allows you to
define up to three separate VLAN interfaces ( vlanl , vlan2 , vlan3 ) with their own DHCP settings, accessible via

Configuration — VLAN — 1st/2nd/3rd VLAN.

\

Virtual LAN (VLAN) filtering allows you to partition a single physical Ethernet switch into multiple, isolated logical networks.
Each VLAN is identified by a unique VLAN ID, and traffic is strictly forwarded only between ports assigned to the same

VLAN. This provides enhanced network segmentation and security. Individual ports can be configured as either access ports,
which connect end devices to a single VLAN, or trunk ports, which carry traffic for multiple VLANs to other network devices.

The VLAN filtering interface is located on the Ethernet — ETHO configuration page. The figure below shows the default
configuration table for a three-port ETHO switch, which allows up to nine VLANs to be configured.

[ Enable VLAN Filtering

VLAN ID Port 1 Port 2 Port 3 ETHO
1 |1 || untagged V|| untagged V| | untagged V|| untagged V|
2 | |[off v|[off v|[off v|[off vl
3| |[off v|[off v|[off v|[off vl

Maximum 9 items

VLAN filtering GUI for a three-port switch

By default, VLAN filtering is disabled, and all LAN ports function as a single, unsegmented switch: all enabled LAN ports
forward traffic between each other without restriction, the internal ethe interface receives all traffic from all connected
ports, and VLAN-tagged frames are forwarded transparently.

Terminology

Term Definition
VLAN ID A number (1-4094) that uniquely identifies a VLAN.

A port that carries traffic for a single VLAN. It assigns all incoming untagged frames to its Port VLAN

Access Port ID (PVID) and transmits all outgoing frames as untagged.

A port that carries traffic for multiple tagged VLANS. It can also carry one untagged VLAN, known as

Trunk Port the Native VLAN.

ETHO The router's internal switch interface. VLANs configured on top of ethe (e.g., vlani ) actas
independent interfaces.

PVID (Port : .

VLAN ID) The VLAN ID assigned to all untagged frames entering a port.

Enabling VLAN Filtering
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When Enable VLAN Filtering is checked, the switch enforces VLAN rules. Each port, including the internal trunk port ( ethe ),
can be assigned to a VLAN in one of three modes:

Untagged — The port acts as an access port for the selected VLAN. Incoming untagged frames are assigned to this
VLAN (its PVID); outgoing frames are transmitted untagged.

Tagged — The port acts as a trunk port for the selected VLAN. It accepts and transmits frames with VLAN tags
intact.

Off — The port is not a member of this VLAN and will not forward its traffic.

How It Works

\

Info

Untagged VLAN on ethe — This defines the Native VLAN. Untagged traffic on the trunk is delivered to the base
ethe interface.

Tagged VLAN on ethe — Tagged traffic is delivered to the corresponding VLAN sub-interface (e.g., VLAN 100 —
vlani ).

Access Ports (Untagged) — A port can only have one untagged VLAN (its PVID). It handles traffic for non-VLAN-
aware devices.

Trunk Ports (Tagged) — A port can forward multiple tagged VLANSs to other VLAN-aware devices and can also
handle one Native VLAN (untagged).

A port can have only one untagged VLAN (PVID). This ensures all incoming untagged frames are mapped to a single
VLAN and is enforced by the GUI.

Caution

If you manage the router via its ethe interface, always keep the management port configured as Untagged for the
native VLAN to avoid losing access.

Warning

Removing a VLAN ID from the filtering table disables that VLAN across the entire switch.

Example 1: Simple VLAN Separation

The following diagram shows a simple VLAN configuration on a three-port switch.
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Router ethd 1st VLAN 2nd VLAN
trunk interface ETHO, ID 10 ETHO, 1D 20
{(VLAN 10 + 20) DHCP server
192.168.10.1 192.168.20.1
1
k.
eth Trunk
(WVLAM 1D 10 + 20)
Switch with VLAMN Filtering
Port 1 Port 2 Port 3
(VILAMN 1D 100 (WLAN 1D 20) {(VLAM 1D 10)
) 1 |
b v b
PC1 PC2 PC3
static IP DHCP client static IP
192.168.10.10 192 135.20.101 192 165.10.11

Simple VLAN separation example

® PC1and PC3 can communicate, as they share VLAN 10, and are isolated from PC2 (VLAN 20).
® The router can provide inter-VLAN routing if Layer 3 interfaces are configured for both VLANs.

VLAN ID Port 1 Port 2 Port 3 ethO (trunk)
10 untagged off untagged tagged
20 off untagged off tagged

VLAN filtering for simple separation

To enable inter-VLAN routing, go to Configuration — VLAN — 1st VLAN and set Interface to ETHO and VLAN ID to 20.

ICR-4400

Configure an IP address (e.g., 192.168.20.1/24 ) and enable the DHCP server. For VLAN 10, configure a corresponding L3

interface on the 2nd VLAN page.

Example 2: Different Subnet on Each Port

This example shows how to create a separate network for each physical port of a four-port switch.

Router ethD trunk interface

ETHOD 1=t VLAN 2nd VLAN 3rd VLAN
ETHO, ID 10 ETHOD, 1D 20 ETHO, ID 30
DHCP server DHCP server DHCP server DHCP server
10011724 10.0.10.1424 10.0.20.1/24 10.0.30.124
1
eth0 Trunk

(VLAN ID 1 + 10 + 20 + 30)
Switch with VLAN Filtering

Port 1 Port 2 Port 3 Port 4
{(VLAN ID 1) {VLAN ID 10) (VLAN ID 20) (VLAN ID 30)
) 1 T )

v v h 4 w
PC1 PC 2 PC3 PC4
DHCP client DHCP client DHCP client DHCP client
10.0.1.101 10.0.10.101 10.0.20.101 10.0.30.101

Separate subnet configuration per port
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® Each LAN port provides a different IP subnet and DHCP pool.
® Devices connected to different ports are isolated at Layer 2.
® The router provides inter-VLAN routing and firewalling.

Layer 3 configuration — the first subnet (Native VLAN 1) is configured on the Ethernet — ETHO page; the other three are
configured on the 7st/2nd/3rd VLAN pages:

VLAN ID Router Interface IP Address DHCP Pool

1 ethe 10.0.1.1/24 10.0.1.100-10.0.1.200
10 vlani 10.0.10.1/24 10.0.10.100-10.0.10.200
20 vlan2 10.0.20.1/24 10.0.20.100-10.0.20.200
30 vlan3 10.0.30.1/24 10.0.30.100-10.0.30.200

Switch VLAN filtering configuration:

VLAN ID Port 1 Port 2 Port 3 Port 4 ethO (trunk)

1 untagged off off off untagged

10 off untagged off off tagged

20 off off untagged off tagged

30 off off off untagged tagged
VLAN

The router allows for the creation of up to three separate Virtual LAN (VLAN) interfaces, enabling network segmentation for
enhanced security and traffic management. Each VLAN can be configured with its own IP address, DHCP server, and other
network settings, effectively creating an independent logical network on a shared physical interface.

The VLAN configuration page, accessible via Configuration — VLAN, is divided into sections for interface setup, DHCP
services, and IPv6 prefix delegation.
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1st VLAN Configuration

DHCP Client
IP Address

[] Create 1st VLAN connection

Subnet Mask / Prefix

IPv4 IPV6
| disabled || disabled v|

Interface
VLAN ID
MTU *

|ETHO v
| | 1-4095
| | bytes 576-1500 bytes

IP Pool Start
IP Pool End

Lease Time

[_] Enable dynamic DHCP leases

IPv4 IPvE

|Ei[ll.'] ||EiDU |sec 5-86400 sec

MAC Address

[_] Enable static DHCP leases

IP Address IPvE Address

L

2|

Maximum 32 items

Subnet ID *
Subnet ID Width *

"] Enable IPvS prefix delegation

| | bits 8-32 bits

* can be blank

Item

Create VLAN
connection

DHCP Client
(IPv4/1Pv6)

IP Address

Subnet Mask / Prefix

Interface

VLAN ID

MTU

VLAN Configuration Page

Description
Enables the creation and configuration of this VLAN interface.

Enables or disables the DHCP client for the VLAN interface. When enabled, the interface will
request an IP address from a DHCP server on the network.

Assigns a static IPv4 or IPv6 address to the VLAN interface.
Defines the subnet mask (for IPv4) or prefix length (for IPv6) for the static IP address.

Selects the parent physical Ethernet interface (ETHO or ETHT1) to which this VLAN will be
bound.

Specifies the unique identifier (1-4094) for the VLAN. This ID is used to tag traffic belonging
to this virtual network.

Sets the Maximum Transmission Unit (MTU) in bytes for this VLAN interface. If left blank, the
default value of the parent interface is used.
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Item

Enable dynamic
DHCP leases

Enable static DHCP
leases

Enable IPv6 prefix
delegation

VRRP

ICR-4400

Description

Enables the built-in DHCP server for this VLAN, which can dynamically assign IPv4 and IPv6
addresses to clients.

« IP Pool Start: The first IP address in the DHCP assignment pool.

* IP Pool End: The last IP address in the DHCP assignment pool.

* Lease Time: The duration in seconds for which an IP address is leased to a client (default is
600).

Enables static IP address assignments based on a client's MAC address. Up to 32 static leases
can be defined for each address family (IPv4 and IPv6).

« MAC Address: The hardware address of the client device.

« IP Address: The fixed IPv4 address to be assigned to the client.

« IPv6 Address: The fixed IPv6 address to be assigned to the client.

Configures the router to request a block of IPv6 addresses from an upstream router, which
can then be used to assign addresses to clients on this VLAN.

* Subnet ID: The identifier for the requested subnet.

* Subnet ID Width: The size of the subnet ID in bits.

The Virtual Router Redundancy Protocol (VRRP) is a standard network protocol that provides automatic default gateway
redundancy. It creates a virtual router, represented by a shared floating IP address, which is managed by a primary (Master)
router and one or more Backup routers. If the Master router fails, a Backup router automatically takes over its role, ensuring
that devices on the LAN maintain network connectivity without manual intervention. This is particularly useful for adding
cellular redundancy to a primary wired connection or for creating a high-availability setup between two cellular links.

The router supports up to two VRRP instances, which can be configured on the Configuration — VRRP page.

1st VRRP Instance Configuration

Protocol Version
Interface

Virtual Server ID
Host Priority

[_] Enable 1st VRRF Instance

Virtual Server IP Address | |

| VRRPy2 v |
| ETHO v|

| | 1-255

| | 1-254

["] Check connection
Ping IP Address
Ping Interval

Ping Timeout

Ping Probes

|sec 1-4294 sec

|

|

| |sec 1-60 sec
| | 1-10

[_] Enable traffic monitoring

VRRP Configuration Page
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VRRP Instance Configuration

To enable and configure a VRRP instance, check the Enable VRRP box and configure the following parameters:

Item Description

Specifies the VRRP version to be used.
Protocol Version « VRRPv2: The original standard, widely supported, for IPv4 networks.
» VRRPv3: The newer standard that adds support for IPv6 networks.

Selects the network interface (e.g., ETHO) on which VRRP advertisements will be sent and

Interface .

received.
Virtual Server IP Sets the shared virtual IP address. This address must be identical for all routers in the VRRP
Address group and serves as the default gateway for all LAN devices.

Defines the identifier for the virtual router group. The range is 1-255. This ID must be identical

Virtual Server ID for all routers participating in the same VRRP group.

Sets the priority value used to elect the Master router. The range is 1-254 (default is 100).

« The router with the highest priority value becomes the Master.

« If the Virtual Server IP matches the interface's real IP, the priority is automatically set to 255 (IP
Address Owner), overriding this setting.

Host Priority

Connection Checking

The Check connection feature adds a crucial layer of reliability by actively testing the health of the router's WAN connection.
While VRRP itself detects router failures, this feature can detect upstream network outages even if the router is still running.

When enabled, the Master router periodically sends ICMP echo requests (pings) to a specified target IP address. If no
replies are received after a configurable number of attempts, the router assumes the connection has failed and lowers its
VRRP priority, triggering a failover to a Backup router.

[

Info

For reliable connection monitoring, ping a stable public IP address (e.g., a public DNS server like 8.8.8.8). In a private
network, you can ping a remote gateway that is directly accessible or available via a VPN.

\

The Enable traffic monitoring option optimizes this process by suspending ping tests as long as any other traffic is received
on the interface. This confirms the connection is active and reduces unnecessary data usage.

Item Description

Ping IP Address The destination IP address for the ICMP echo requests. Domain names are not supported.
Ping Interval The time in seconds between each ping request.

Ping Timeout The time in seconds to wait for a response to each ping.
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Item Description

Ping Probes The number of consecutive failed pings before the connection is declared down.

VRRP Example

This example illustrates a high-availability topology using two routers, each with an independent cellular connection. For
maximum redundancy, APN 1 and APN 2 are provided by different mobile operators.

e |LAN Side: Both routers share the Virtual IP address 192.168.1.1 (Virtual Server ID 5). LAN clients use this IP as their
default gateway, unaware of the physical routers.

® Priorities: The Main router (Real IP 192.168.1.2) is configured with a higher priority of 200, making it the Master. The
Backup router (Real IP 192.168.1.3) has a lower priority of 100.

* WAN Side: To ensure end-to-end connectivity, both routers monitor a reliable public target (8.8.8.8) via their
respective cellular WAN interfaces.

If the Main router fails to receive a ping response from 8.8.8.8, it automatically lowers its priority. The Backup router then
becomes the new Master and takes over the Virtual IP, ensuring uninterrupted Internet access for all LAN clients.

Main Router
IP: 192.168.1.2

Virt. Serv. IP: 192.168.1.1
Virtual server: ID 5

Host priority: 200

% Remote Gateway
IP: 8.8.8.8

Def. gateway MWAN .
192.168.1.1 __ ------- APN 2

Backup router

IP: 192.168.1.3

Virt. Serv. IP: 192.168.1.1
Virtual server ID: 5

Host priority: 100

Topology of VRRP Configuration Example

1st VRRP Instance Configuration

Enable 1st VRRP Instance

Protocol Version [VRRPv2 v|
Interface [ETHO v|
virtual Server IP Address  [192.168.1.1 |
virtual Server ID [5 | 1-255
Host Priority [200 | 1-254

Check connection

Ping IP Address [6.8.88 |

Ping Interval |1l] | sec 1-4204 sec
Ping Timeout |5 | sec 1-60 sec
Ping Probes |1D | 1-10

"] Enable traffic monitering

Main Router Configuration
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Configure the Backup router identically to the Main router, with one exception: set the Host Priority to 100. The Check
connection settings should remain the same.

Mobile WAN

Select the Mobile WAN item in the Configuration menu to open the cellular network configuration page.
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1st Mobile WAN Configuration

[] Create connection to mobile network

Primary DNS Server
Primary IPv6 DNS Server
Secondary DNS Server
Secondary IPve DNS Server

1st SIM card 2nd 5IM card

Carrier | Outside North America v || Outside North America |

| I |

Username * | || |

Password * | @H @|

Authentication | PAP or CHAP ~ || PAP or CHAP v|

IP Mode | IPv4 v|[1Pv4 v

IP Address * | || |

Dial Number * | || |

Operator * | || | comma-separated list
Network Type | automatic selection V| | automatic selection V|

| [ |

MRU 11500 || 1500 | bytes 1280-16384 bytes
MTU | 1500 || 1500 | bytes 1280-16384 bytes
DNS Settings | get from operator v || get from operator v|

(The feature of check connection to mobile network is necessary for uninferrupted operation)

Check Connection | disabled v || disabled v|
Ping IP Address | || | up to two comma-separated values
Ping IPv6 Address up to two comma-separated values
Ping Interval | || |sec 1-86400 sec
Ping Timeout |1El ||1El |5e1: 1-86400 sec
["] Enable traffic monitering
Data Limit | I | MiB 1-2097152 MiB
Wamming Threshold | || | % 50-99%
Accounting Start K IE | 1-28
SIM Card | enabled v || enabled v|
Registration Timeout * | || | sec
Roaming State | not applicable V| | not applicable V|
Data Limit State [ not applicable v || not applicable v|
Digital Input 0 State | not applicable ~ || not applicable v|
Digital Input 1 State | not applicable ~ || not applicable v|
Default SIM Card [1st v|
Initial State | online v|
["] Switch to other SIM card when connection fails

Switch to default SIM card after timeout
Initial Timeout |5El | min 1-10000 min
Subsequent Timeout * | | min 0-10000 min
Additive Constant * | | min 0-1000 min
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[] Enable PPPoE bridge mode
"] Enable debugging

* can be blank

Mobile WAN Configuration

Connection to Mobile Network

[

Info

e Starting with firmware version 6.6.0, PLMN whitelisting is now an integrated firmware feature, available in the
Operator field. This native functionality replaces the legacy PLMN Whitelist Router App.

* To avoid potential conflicts, disable or uninstall the legacy Router App before using the integrated PLMN
whitelisting feature.

\

If the Create connection to mobile network checkbox is checked, the router will automatically attempt to establish a
connection after booting up. You can specify the following parameters for each SIM card separately.

Item Description

Allows for manual or automatic selection of a mobile network carrier. This is primarily available for
global or NAM (North American) certified models.

* For non-NAM or global models, the Outside North America option restricts connections to non-
NAM operators.

Carrier » For NAM-certified models, choices typically include:
> North America, Autoselect: Automatically detects and connects to a suitable NAM operator.
> North America, Generic: Enables a generic, PTCRB-compliant configuration.
> Manual selection of specific operators like AT&T, Rogers, T-Mobile, or Verizon.

APN The Access Point Name (APN) of the mobile network.

Username The username for logging into the mobile network.

Password The password for logging into the mobile network.

The authentication protocol used by the network. Both Username and Password must be specified
for this setting to apply.
Authentication ¢ PAP or CHAP: The router automatically selects the authentication method.
* PAP: Forces PAP authentication.
» CHAP: Forces CHAP authentication.

The version of the IP protocol to be used.
« IPv4: Use only the IPv4 protocol (default).

P Mode « IPv6: Use only the IPv6 protocol.

* IPv4/IPv6: Enable an independent dual stack for both IPv4 and IPv6.

The IP address of the SIM card (for IPv4 and IPv4/IPv6 modes only). Enter this manually only if the
IP Address : . .

carrier has assigned a static IP address.
Dial Number The number the router dials for a CSD connection. The default is *99***1# .
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Item

Operator

Network Type

PIN

MRU

MTU

Info

Warning

Description

Specifies the preferred mobile network operator using the carrier's PLMN code. The behavior
depends on the input:

» Empty field: The router operates in automatic mode, connecting to any available network.

« Single PLMN: The router locks to the specified operator and connects only to that network.

- Comma-separated list (whitelist): By providing two or more PLMNSs, you create a whitelist of
allowed operators. Upon connecting or if the current network is not on the list, the router will
perform a network scan (which may take up to two minutes) and connect to the first operator from
your list that it finds available.

« Whitelist with automatic fallback: Prefix the list with @, (e.g., ©,23001,90001 ) to first connect
automatically and then switch to a whitelisted operator if needed.

Specifies the preferred mobile network technology. Available options depend on the router model
and may include:

 automatic selection: Allows the router to choose the best available technology automatically. It
never selects NB-loT; for NB-loT connectivity, select the NB-loT option explicitly.

« UMTS/HSPA

* LTE

* NB-loT

* LTE-M

* NR5G: Equivalent to 5G SA (Standalone).

Note: 5G NSA (Non-Standalone) is a combination of LTE and 5G technologies and functions only
when automatic selection is enabled.

The Personal Identification Number used to unlock the SIM card. Use this only if required by the SIM
card. The card will be blocked after several failed attempts.

Maximum Receive Unit: the maximum packet size the router can receive. Default is 1500 B. Incorrect
values may cause data reception errors. Minimum: 128 B for IPv4, 1280 B for IPv6.

Maximum Transmission Unit: the maximum packet size the router can transmit. Default is 1500 B.
Incorrect values may cause data transmission errors. Minimum: 128 B for IPv4, 1280 B for IPv6.

® Anincorrect MTU size may cause data transfer failures. A value that is too low increases fragmentation and
overhead, while a value that is too high can cause packets to be dropped by the network.

® |f the IP Address field is left blank, the carrier will automatically assign an IP address. Manual assignment can
result in a faster connection.

e |f the APN field is left blank, the router will attempt to auto-select an APN based on the SIM card's IMSI. The
selected APN name can be found in the System Log.

® To use a blank APN, enter the word blank in the APN field.

An incorrect PIN will block the SIM card after several failed attempts.

Parameters marked with an asterisk (*) are required only if specified by your mobile network operator. If the router fails to
connect, verify the accuracy of all entered data and consider trying a different authentication method or network type.
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DNS Configuration

The DNS Settings parameter simplifies client-side configuration. When set to get from operator, the router automatically
obtains the primary and secondary DNS server IP addresses from the carrier. To specify them manually, select set manually
and enter the IPv4 or IPv6 addresses, depending on the selected /P Mode.

Network Connection Check

Warning

Enabling the Check Connection function is essential for ensuring uninterrupted operation of the router.

If Check Connection is set to enabled or enabled + bind, the router sends ping requests to the destinations specified in Ping
IP Address or Ping IPv6 Address at regular intervals defined by Ping Interval. If you specify two addresses, the router
considers the connection functional if at least one of the destinations responds; a connection failure is triggered only if
both destinations are unreachable.

If a ping fails, a new one is sent after the Ping Timeout. If three consecutive pings fail (or three rounds of pings to both
addresses), the router terminates and re-establishes the cellular connection. This monitoring function can be configured for
each SIM card but runs only on the active SIM. Ensure you use reliable destination addresses, such as the operator's DNS
server or public DNS services.

If Check Connection is set to enabled, ping requests are sent based on the routing table and may use any available interface.
To ensure pings are sent only through the mobile WAN interface, set it to enabled + bind. The disabled option deactivates
connection checking.

4

Warning

For routers connected to the Verizon network, the connection retry interval increases with each attempt. The first two
retries occur after 1 minute, followed by intervals of 2, 8, and 15 minutes. The ninth and all subsequent retries occur
every 90 minutes.

\

If Enable Traffic Monitoring is checked, the router monitors Mobile WAN traffic instead of sending pings. If no data is
transmitted, it will begin sending pings.

Item Description

The destination IPv4 address or domain name for ping queries. You can specify up to two comma-

,Zlggr(!:s separated values. If two addresses are provided, the connection is considered failed only when neither
responds. Available in /IPv4 and IPv4/IPv6 modes.

Ping IPV6 The destination IPv6 address or domain name for ping queries. You can specify up to two comma-

Adc?ress separated values. If two addresses are provided, the connection is considered failed only when neither

responds. Available in /Pv6 and IPv4/IPv6 modes.
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Item Description

P The time interval between outgoing pings
Interval going pings-

Ping The time (in seconds) to wait for a ping response
Timeout ping resp ’

Connection Check Example

The figure below shows a scenario where the IPv4 connection is monitored by pinging 8.8.8.8 every 60 seconds for the first
SIM card and www.google.com every 80 seconds for the second SIM card. Since Enable traffic monitoring is active, pings are
only sent if no other data traffic is detected.

(The feature of check connection to mobile network s necessary for uninterrupted operation)

Check Connection | enabled v|[ enabled v|

Ping IP Address 18.8.8.8

||www.guogle.cum | upto two comma-separated values

Ping IPv6 Address

Ping Interval | 60

||8EI |sec

upto two comma-separated values

1-86400 sec

Ping Timeout |6El ||8El |sec 1-86400 sec

Enable traffic monitering

Check Connection Example

Data Limit Settings

[

Info

The Data Limit parameters serve two independent functions:

® SMS Warning: Triggered based on the Warning Threshold. Requires the Send SMS when data limit is exceeded
option to be enabled in Services — SMS.

¢ SIM Switching: To force the router to switch to another SIM once the limit is reached, the Data Limit State in
the lower part of the form must be set to not exceeded. If left as not applicable, the limit is ignored for
switching purposes.

Item Description

Data Limit The maximum amount of data (sent and received) allowed per billing period (one month). The
maximum configurable value is 2 TB (2,097,152 MB).

Warning A percentage of the Data Limit (ranging from 50% to 99%). When this threshold is exceeded, the

Threshold router sends an SMS message.

,SAt;crciuntmg The day of the month when the billing cycle begins. The router starts counting data from this day.
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SIM Card Switching

In the lower part of the form, you can specify rules for switching between SIM cards.

[

Info

Item

SIM Card

Registration
Timeout

Roaming State

Data Limit State

BINx State

The router automatically switches between SIMs based on the logical AND of all configured rules (manual permission,
roaming, data limit, and digital input state).

Description

Enables or disables the use of a SIM card. Setting all SIMs to disabled deactivates the cellular
module.

Sets the registration timeout for the SIM card in seconds (default is 2 minutes).

Configures SIM usage based on roaming status (must be activated by your operator).
* not applicable: Use the SIM everywhere.
* home network only: Use the SIM only when not roaming.

Configures SIM usage based on the data limit.
* not applicable: Use the SIM regardless of the data limit.
* not exceeded: Use the SIM only if the data limit has not been exceeded.

Configures SIM usage based on digital input x state.

« not applicable: Use the SIM regardless of the input state.
« on: Use the SIM only if the input is on (voltage present).
- off: Use the SIM only if the input is off (no voltage).

Use the following parameters to specify the behavior of SIM card switching.

Item

Default SIM Card

Initial State

Switch to other SIM
card when connection
fails

Switch to default SIM
card after timeout

Description
Specifies the primary SIM card the router should use to connect.

The action the module takes after a SIM is selected.

« online: Establish a connection immediately (default).

- offline: Remain offline. The state can be changed via SMS.

The module will also go offline if no SIM card meets the switching criteria.

If enabled, the router switches to the backup SIM card if the connection on the default SIM
fails (as detected by the Check Connection feature).

If enabled, the router will attempt to switch back to the default SIM after a specified
timeout. Applies only if the switch was triggered by a connection failure or roaming.
Requires Switch to other SIM card when connection fails to be enabled.
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Item

Initial Timeout

Description

The time (1 to 10,000 minutes) the router waits before the first attempt to switch back to
the default SIM.

Subsequent Timeout The time (1 to 10,000 minutes) the router waits after a failed attempt to switch back.

Additive Constant

Other Settings

Item

Enable PPPoE
bridge mode

Enable
debugging

An additional time (1 to 10,000 minutes) added to the Subsequent Timeout for each further
attempt.

Description

Enables PPPoE bridge mode on the Mobile WAN interface, allowing a device on the LAN to establish
a direct PPPoE connection with the mobile operator and obtain the public IP address.

Enables detailed diagnostic logging. For messages to appear in the system log, the Minimum
Severity in Configuration — Services — Syslog must be set to Debug. If it is set to a lower severity, a
dialog offers to change it automatically when you enable this option. Note: This can generate a
large volume of data and should be disabled after troubleshooting.

SIM Card Switching Examples

Example 1: Timeout Configuration

With Switch to default SIM card after timeout checked and the following values configured:

Switch to other SIM card when connection fails
Switch to default SIM card after timeout

Initial Timeout |EEI |min 1-10000 min
Subsequent Timeout * |3El | min 0-10000 min
Additive Constant * |21] |min 0-1000 min

SIM Card Switching Example 1

The first attempt to switch back to the default SIM occurs after 60 minutes. If it fails, the second attempt is made after 30
minutes. The third attempt follows after 50 minutes (30 + 20), and the fourth after 70 minutes (30 + 20 + 20).

Example 2: Data Limit Switching

This example demonstrates how to configure the router to automatically switch to the second SIM card once the data limit
of 800 MB is exceeded on the first (default) SIM. The Data Limit State for the 1st SIM card must be set to not exceeded. An
SMS warning is also sent upon reaching 400 MB (50% threshold), which requires enabling the corresponding feature on the
SMS Configuration page. The billing period starts on the 18th day of the month.
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Data Limit |800 I | MiB 1-2097152 MiB
Warming Threshold |5El || | % 50-99%
Accounting Start |18 |[1 | 1-28

SIM Card [ enabled ~ || enabled ~|

Registration Timeout * | || | 5ec

Roaming State [ not applicable ~ || not applicable v|

Data Limit State [ not exceeded || not applicable v|

Digital Input 0 State [ not applicable ~ || not applicable ~|

T T e e, e e T, e e e e e e e — ——
WW

Default SIM Card [1st ~|

Initial State [ online ~|

[] Switch to other SIM card when connection fails
Switch to default 5IM card after timesout

Initial Timeout | |min 1-10000 min
Subsequent Timeout * | | min 0-10000 min
Additive Constant * | |min 0-1000 min

SIM Card Switching Example 2

PPPoE

Point-to-Point Protocol over Ethernet (PPPoE) is a network protocol used to encapsulate PPP frames within Ethernet frames.
It is commonly used to establish a connection with a broadband modem (e.g., ADSL) or other network device that acts as a
PPPoE server. The router's PPPoE client allows it to authenticate and establish a session, after which it receives a public IP
address and can forward traffic to the Internet.

The PPPoE settings are available on the Configuration — PPPoE page.
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PPPoE Configuration

[_] Create PPPoE connection
Interface

|ETHO

Usermame *
Password *
Authentication
IP Mode

MRU

MTU

Clamp Max. Segment Size

| PAP or CHAP

| 1Pv4

1492

| bytes 128-16384 bytes

1492

| bytes 128-16384 bytes

DNS Settings

Primary DNS Server
Primary IPv6 DNS Server
Secondary DNS Server
Secondary IPv6 DNS Server

| get from server

v|

* can be blank

Item

Create PPPoE
connection

Interface

Username

Password

Authentication

IP Mode

MRU

MTU

Clamp Max. Segment

Size

PPPoE Configuration

Description

Enables the PPPoE client on the selected interface. When checked, the router will
automatically attempt to establish a connection on boot.

Selects the Ethernet interface (ETHO or ETHT) on which the PPPoE client will operate.

The username required for authentication with the PPPoE server.
The password for the specified username.

Specifies the authentication protocol to be used.

 PAP or CHAP: Allows the router to negotiate and use either protocol (default).
* PAP: Forces the use of Password Authentication Protocol.

« CHAP: Forces the use of Challenge-Handshake Authentication Protocol.

Defines the IP protocol version for the connection.

« IPv4: Establishes an IPv4-only session (default).

« IPv6: Establishes an IPv6-only session.

« IPv4/1Pv6: Enables a dual-stack session for both IPv4 and IPv6.

The Maximum Receive Unit in bytes — the largest packet size the router can receive. The

default is 1492 B.

The Maximum Transmission Unit in bytes — the largest packet size the router can transmit.

The default is 1492 B.

When enabled (default), automatically adjusts the TCP Maximum Segment Size (MSS) to

prevent fragmentation, improving performance and reliability.
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Item

DNS Settings

Primary DNS Server

Primary IPv6 DNS
Server

Secondary DNS
Server

Secondary IPv6 DNS
Server

Warning

ICR-4400

Description

Configures how DNS servers are obtained.

* Get from server: Automatically uses the DNS servers provided by the PPPoE server
(default).

« Manual: Allows you to specify primary and secondary DNS servers manually.

Primary IPv4 address of the DNS server.

Primary IPv6 address of the DNS server.

Secondary IPv4 address of the DNS server.

Secondary IPv6 address of the DNS server.

Setting an incorrect MTU or MRU value can lead to packet fragmentation or loss, resulting in a failed or unreliable

connection. Use the default value of 1492 B unless your provider requires a different setting.

WiFi

Wi iFi Access Point

Important Note on Upgrading to Firmware 6.6.0

When upgrading from a firmware version prior to 6.6.0, any separate Country settings for the Wi-Fi Access Point (AP)
and Station (STA) modes will be consolidated into a single, unified Country setting. This change ensures regulatory

compliance and simplifies configuration.

Info

etc.).

® The router supports configuring two separate WLANs (multiple SSIDs) for access point 1 (AP1) and access
point 2 (AP2). However, both access points must share the same radio settings (channel, mode, channel width,

® The router supports operating as both an access point (AP) and a station (STA) simultaneously.

® RADIUS (Remote Authentication Dial-In User Service) is supported as a networking protocol for centralized
authentication, authorization, and accounting (AAA). The router acts only as a RADIUS client, communicating
with an external RADIUS server.
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To enable Wi-Fi access point mode, check the Enable Wi-Fi AP box at the top of the Configuration — WiFi — Access Point 1
or Access Point 2 configuration page. In this mode, the router operates as an access point, allowing other devices in station
(STA) mode to connect.
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WiFi AP 1 Configuration

[_] Enable WiFi AP 1

Country

- [Change

APs are not allowed to operate in 5 GHz and 6 GHz frequency bands in world-wide mode.

IPv4 IPvE
IP Address | || |
Subnet Mask / Prefix | || |
Bridged [no v|
[] Enable dynamic DHCP leases
IPv4 IPve
IP Pool Start | I |
IP Pool End | I |
Lease Time |5[l[] ||5[IU | Sec 5-86400 sec
[] Enable IPva prefix delegation
Subnet ID * | |
Subnet ID Width * | | bits 8-32 bits
SSID | |
Broadcast S5ID | enabled V|
S5ID Isolation | disabled v|
Client Isolation | disabled v|
WMM | disabled v|

The following radio settings are commeon for afl Access Points on the WiFi module.
Follow 5TA radio settings [

HW Mode | IEEE 802.11b v|
Bandwidth 20 MHz v
Channel | Auto v|
Short GI sable o
Authentication | open v|
Encryption | none v|
NPA PSK Type 256-bit secret W
NPA PSK Secret

RADIUS Auth Server IP

RADIUS Auth Password

RADIUS Auth Port * 1812

RADIUS Acct Server IP *

RADIUS Acct Password *

RADIUS Acct Port * 1813

Access List | disabled v

Accept/Deny List *

| Load from File. ..

Syslog Level | informational w
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= can be blank

Item

Enable WiFi AP

Country

[P Address

Subnet Mask /
Prefix

Bridged

Enable dynamic
DHCP leases

I[P Pool Start
I[P Pool End
Lease Time

Enable IPv6 prefix
delegation

Subnet ID

Subnet ID Width

SSID

WiFi Access Point Configuration Page

Description

Enables the Wi-Fi access point (AP). Both Access Point 1 (AP1) and Access Point 2 (AP2) can be
enabled and operated simultaneously.

A single Wi-Fi country code applies to all AP and STA interfaces and is configured on a separate
page (accessible via the Change button), refer to WiFi Country. After changing the country, you
must review the HW Mode, Bandwidth, and Channel settings.

A fixed IP address for the Wi-Fi interface. Use standard IPv4 or IPv6 notation.
Specifies the subnet mask for an IPv4 address or the prefix length (0 to 128) for an IPv6 address.

Activates bridge mode:

* no: Bridged mode is disabled (default). The WLAN is a separate network from the LAN.

« yes: Bridged mode is enabled. The WLAN is connected to one or more LAN networks. In this
mode, most network settings in this table are ignored, and the router uses the settings of the
bridged LAN interface.

See the Bridge Notes in Ethernet for further details.

Enables the dynamic allocation of IP addresses using the DHCP (or DHCPV6) server.

The start of the IP address range assigned to DHCP clients.
The end of the IP address range assigned to DHCP clients.

The duration (in seconds) for which a client can use its assigned IP address.
Enables prefix delegation for IPv6 clients.

The decimal value of the Subnet ID for the interface. The maximum value is determined by the
Subnet ID Width.

The maximum Subnet ID width, which depends on your site's configuration. The remaining bits
(up to 64) are used for the prefix.

The unique identifier (name) of the Wi-Fi network. Access Point 1 (AP1) and Access Point 2 (AP2)
can have different SSIDs.
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Item

Broadcast SSID

SSID Isolation

Client Isolation

WMM

Follow STA radio
settings

HW Mode'

Bandwidth'

Channel’

Short Gl

Authentication

ICR-4400

Description

Defines how the SSID is broadcast in the beacon frame:

« enabled: The SSID is included in the beacon frame (standard behavior).

« zero length: The SSID is omitted from the beacon frame. Requests to send beacon frames are
ignored.

» clear: SSID characters in the beacon are replaced with zeros, maintaining the original length.
Requests for beacon frames are ignored.

When enabled with a selected zone, clients on this access point cannot communicate with clients
on other access points that have a different zone selected.

If enabled, clients connected to this access point are prevented from communicating with each
other. If disabled, the AP functions like a switch, allowing clients on the same LAN to
communicate.

Enables basic QoS (Quality of Service) for the Wi-Fi network. Suitable for simple applications that
require QoS but does not guarantee network throughput.

When enabled, if the STA mode is connected to an external access point, the router's own AP
radio settings will automatically adjust to match those of the external AP.

Specifies the Wi-Fi standard supported by the access point. Available options include: IEEE
802.11b (2.4 GHz), IEEE 802.11b+g (2.4 GHz), IEEE 802.11b+g+n (2.4 GHz), IEEE 802.11a (5 GHz),
IEEE 802.11a+n (5 GHz), IEEE 802.11ac (5 GHz). This setting is shared by both Access Point 1 and
Access Point 2.

Selects the transfer bandwidth. This option may be unavailable for some hardware modes. If the
selected bandwidth is occupied, the router may automatically switch to a lower bandwidth. This
setting is shared by both Access Point 1 and Access Point 2.

The channel on which the Wi-Fi access point operates. Available channels depend on the
selected Country. Select Auto to allow the router to choose the optimal channel automatically. If
you change the country, review this setting, as the previously selected channel may no longer
be valid. This setting is shared by both Access Point 1 and Access Point 2.

Note: When 40 MHz bandwidth is selected, in the 2.4 GHz band the channel number refers to the
primary (20 MHz) channel; in the 5 GHz and 6 GHz bands, it refers to the center frequency of the
40 MHz channel. On NAM routers, only channels 1 to 11 are supported in the 2.4 GHz band.

Available for 802.11n mode — enables a short guard interval (400 ns instead of 800 ns) to
improve data transmission efficiency. This setting is shared by both Access Point 1 and Access
Point 2.

Defines the access control method for the Wi-Fi network:

« open: [insecure] No authentication required. Encryption is not available.

* shared: [insecure] Basic authentication with a WEP key.

» WPA-PSK: [insecure] Pre-Shared Key authentication with WPA encryption.

* WPA2-PSK: [insecure] Pre-Shared Key authentication with WPA2 encryption (AES).
« WPA3-PSK: Simultaneous Authentication of Equals (SAE) with WPA3 encryption (AES).
» WPA-Enterprise: [insecure] RADIUS-based authentication via an external server.

« WPA2-Enterprise: RADIUS-based authentication with stronger encryption.

» WPA3-Enterprise: RADIUS-based authentication with stronger encryption.
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Item

Encryption

WPA PSK Type

WPA PSK Secret

RADIUS Auth
Server IP

RADIUS Auth
Password

RADIUS Auth Port

RADIUS Acct
Server IP

RADIUS Acct
Password

RADIUS Acct Port

Access List

Accept/Deny List

Syslog Level

Extra options

ICR-4400

Description

Specifies the type of data encryption:

» none: [insecure] No data encryption.

* WEP: [insecure] Wired Equivalent Privacy.

« TKIP: [insecure] Temporal Key Integrity Protocol, used for WPA.
« AES: Advanced Encryption Standard, used for WPA2/WPA3.

Specifies the format of the WPA Pre-Shared Key:

« 256-bit secret: A 64-character hexadecimal key.

« ASCII passphrase: A passphrase of 8 to 63 characters.

« PSK File: Absolute path to a file containing key-MAC address pairs.

The secret key or passphrase for WPA-PSK authentication.

The IPv4 or IPv6 address of the RADIUS authentication server.

The access password for the RADIUS authentication server.

The port number of the RADIUS authentication server (default is 1812).

The IPv4 or IPv6 address of the RADIUS accounting server (if different from the authentication
server).

The access password for the RADIUS accounting server.

The port number of the RADIUS accounting server (default is 1813).

Defines the mode of the client access list:

« disabled: The access list is not used.

« accept: Only clients in the list can access the network.

« deny: Clients in the list are blocked from accessing the network.

A list of client MAC addresses for network access control. Each MAC address should be entered
on a new line.

Defines the logging level for messages sent to the system log:
« verbose debugging: The highest level of detail.

« debugging

« informational: The default level.

« notification

 warning: The lowest level.

Allows the user to define additional parameters for hostapd . The options are appended to the
configuration file. Use this feature only if you are familiar with its functionality. For more
information, refer to the hostapd.conf configuration file.

' The availability of configuration options may vary depending on the specific WiFi module and can be affected by the
selected country code.
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Wi Fi Station

4

Important Note on Upgrading to Firmware 6.6.0

When upgrading from a firmware version prior to 6.6.0, any separate Country settings for the Wi-Fi Access Point (AP)
and Station (STA) modes will be consolidated into a single, unified Country setting. This change ensures regulatory
compliance and simplifies configuration.

Info
® You can find and connect to an available Wi-Fi network using Status — Wi-Fi — WiFi Scan.
® The router supports operating as both an access point (AP) and a station (STA) simultaneously.

® For networks using WPA-Enterprise security (RADIUS authentication), the station mode supports only the
EAP-PEAP/MSCHAPv2 (both PEAPVO and PEAPv1) and EAP-TLS authentication methods.

A

Activate Wi-Fi station mode by checking the Enable WiFi STA box at the top of the Configuration — WiFi — Station
configuration page. In this mode, the router functions as a client station, connecting to an available access point (AP) and
bridging its wired connection to the Wi-Fi network. In station mode, the Wi-Fi channel and bandwidth are determined by
the associated access point.
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WiFi STA Configuration

[] Enable WiFi STA
Country

+ [Change

DHCP Client

IP Address

Subnet Mask f Prefix
Default Gateway
Primary DNS Server
Secondary DNS Server

IPv4

IPve

| enabled

~|| enabled hd

551D
Probe Hidden SSID

| disabled

Authentication

Encryption

WPA PSK Type

WPA PSK Secret

RADIUS EAP Authentication

RADIUS CA Certificate

RADIUS Local Certificate

RADIUS Local Private Key

RADIUS Identity
RADIUS Password

| open

| none

L£20-DIL Secr

m

Nao file chosen

No file chosen

Mo file chosen

Syslog Level

Extra options *

| informational

* can be blank

Item Description

WiFi Station Configuration Page

Enable WiFi STA Enables the Wi-Fi station (STA) mode.

A single Wi-Fi country code applies to all AP and STA interfaces and is configured on a separate
Country page (accessible via the Change button), refer to WiFi Country. After changing the country, you
must review your radio settings.
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Item
DHCP Client
[P Address

Subnet Mask /
Prefix

Default Gateway

Primary DNS
Server

Secondary DNS
Server

SSID

Probe Hidden
SSID

Authentication

Encryption

WPA PSK Type

WPA PSK Secret

RADIUS EAP
Authentication

RADIUS CA
Certificate

RADIUS Local
Certificate

ICR-4400

Description
Activates or deactivates the DHCP client (or DHCPv6 client for IPv6).

Specifies a fixed IP address for the Wi-Fi interface. Use standard IPv4 or IPv6 notation.
Defines the subnet mask for an IPv4 address or the prefix length (0 to 128) for an IPv6 address.

Specifies the IP address of the default gateway. Packets with destinations not found in the
routing table are sent to this gateway.

Specifies the primary IP address of the DNS server.

Specifies the secondary IP address of the DNS server.

The unique identifier (name) of the Wi-Fi network to connect to.

An access point with a hidden SSID does not broadcast its name, preventing the station from
connecting automatically. Enable this option to force the station to probe for a specific hidden
SSID. If you are not connecting to a hidden network, keep this disabled to reduce unnecessary
radio transmissions.

Access control methods for the Wi-Fi network:

e open: [insecure] No authentication required.

 shared: [insecure] Basic authentication with a WEP key.

* WPA-PSK: [insecure] Authentication using a PSK with the WPA standard.

* WPA2-PSK: [insecure] Authentication using a PSK with the WPA2 standard.

» WPA3-PSK: Authentication using SAE with the WPA3 standard.

» WPA-Enterprise: [insecure] Authentication using a RADIUS server with the WPA standard.
» WPA2-Enterprise: Authentication using a RADIUS server with the WPA2 standard.

» WPA3-Enterprise: Authentication using a RADIUS server with the WPA3 standard.

The data encryption method:

* none: [insecure] No encryption.

* WEP: [insecure] Static encryption with WEP keys (may not be supported on some models).
* TKIP: [insecure] Legacy dynamic encryption used with WPA/WPA2.

* AES: Modern dynamic encryption used with WPA2/WPA3.

The format of the key for WPA-PSK authentication:
* 256-bit secret: A 64-character hexadecimal key.
 ASCII passphrase: A passphrase of 8 to 63 characters.

The secret key or passphrase for WPA-PSK authentication.

The EAP protocol used for RADIUS authentication:
« EAP-PEAP/MSCHAPv2: Uses TLS to protect legacy EAP authentication.
« EAP-TLS: Uses TLS for mutual authentication between the client and server.

The Certificate Authority (CA) certificate used to verify the server certificate during EAP-TLS
authentication.

The client certificate required for EAP-TLS authentication.

Page 39 of 136



Configuration Pages ICR-4400

Item Description

RADIUS Local The private key associated with the client certificate for EAP-TLS authentication.
Private Key

RADIUS Identity The identity (username) used to connect to the RADIUS server.

The password used to authenticate the RADIUS identity (for EAP-PEAP/MSCHAPV2). For EAP-TLS,

RADIUS Password this field is optional and specifies the decryption key for the local private key if it is encrypted.

Defines the logging level for messages sent to the system log:
- verbose debugging: The highest level of detail.

« debugging

« informational: The default level.

* notification

» warning: The lowest level.

Syslog Level

Allows the user to define additional parameters for wpa_supplicant . The options are appended
Extra options to the configuration file. Use this feature only if you fully understand the implications. For more
information, refer to the wpa_supplicant.conf configuration file.

WiFi Country

The Configuration — WiFi — Country page is used to set a single, global country code that applies to all Wi-Fi interfaces,
including both Access Point (AP) and Station (STA) modes. This setting is crucial for ensuring that the router's radio
transmissions comply with the regulatory requirements of the region where it is operated.

From the list, select the appropriate country where the router will be used. For proper and optimal Wi-Fi functionality,
always set the correct country code.

Alternatively, you can select the all countries option. Please note that in this mode, the Access Point (AP) is not permitted to
operate in the 5 GHz and 6 GHz frequency bands to ensure broad regulatory compliance. However, if the station (STA)
connects to an access point broadcasting a country code different from the all countries setting, additional channels may
become available in AP mode that are otherwise restricted under the all countries configuration.

[

Warning

After selecting a new country, you must click the Apply button to save the change. Changing the country code may
invalidate previous radio settings (such as Channel or Bandwidth). As a result, the Wi-Fi AP or STA may fail to operate
until it is reconfigured. After changing the country, you must review and re-apply your Wi-Fi AP and STA
configurations to ensure they are still valid and that your devices can connect.

Info

® On global models, the Country Code selection is limited to all countries and US only.

® On North American (NAM) models, this option is not available, as the country code is permanently set to US
to comply with regional regulations.
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Bluetooth

Certain WiFi router models, as detailed in Hardware and Connectivity, come with the capability to support Bluetooth
functionality; however, this feature is not activated by default within the firmware. To enable Bluetooth capabilities, the
Bluetooth Router App needs to be installed on the router. For comprehensive guidelines on the installation process and
Bluetooth parameters, refer to Bluetooth Support and Bluetooth Parameters.

Backup Routes

The Backup Routes feature provides a mechanism for managing WAN connectivity, enabling automatic failover and load
balancing across multiple Internet sources. The configuration is managed on the Configuration — Backup Routes page.

You can choose to let the router manage WAN connections automatically using its default priorities, or customize the
behavior to meet specific network requirements.

[

Warning

* Some WAN interfaces (e.g., Wi-Fi, secondary Ethernet ports) may not be available on all router models.

* When using default priorities, an Ethernet interface will not be considered a valid WAN connection unless it
has a static IP address configured or its DHCP client is enabled.

® |n default priority mode, merely unplugging an Ethernet cable will not trigger a failover. The interface must be
administratively down or fail to obtain an IP address.

Default Failover

If the Enable backup routes switching option is unchecked, the router uses a predefined, internal priority list to select the
active WAN interface. The default interface priority is as follows:

1. Mobile WAN ( usbe or usbi )
2. PPPoE ( pppoeo )

3. Wi-Fi STA ( wlane )

4. ETH1 ( eth1)

5.ETH2 ( eth2 )

6. ETHO ( ethe )

Based on this order, the router will only use the ETHT interface if the Mobile WAN, PPPoE, and Wi-Fi connections are all
unavailable. Note that a LAN interface (like ETHO) can become a WAN interface under certain conditions, which may have
security implications. Ensure your firewall and NAT rules are configured accordingly.

Customized Backup Routes

To gain full control over failover and load balancing, check the Enable backup routes switching box. This allows you to define
interface priorities, connection checking parameters, and select one of three operational modes.
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Backup Routes Configuration

[] Enable backup routes switching
Mode | Single WAN v |

[] Enable backup routes switching for Mobile WAN

Priority | 1st v |
Weight 1-256

[] Enable backup routes switching for PPPoE

Priority | 1st v |
Ping IP Address | |

Ping IPve Address | |

Ping Interval | |se-: 1-86400 sec
Ping Timeout |1'|] |se-: 1-86400 sec
Weight 1-256

[C] Enable backup routes switching for WiFi STA 1

Priority | 1st v |
Ping IP Address | |

Ping IPve Address | |

Ping Interval | |se-: 1-86400 sec
Ping Timeout |1'|] |se-: 1-86400 sec
Weight 1-256

[ Enable backup routes switching for WiFi STA 2

Priority | 1st v |

e — e e T e T

[] Enable backup routes switching for ETHO

Priority | 1st v |
Ping IP Address | |

Ping IPve Address | |

Ping Interval | |se-: 1-86400 sec
Ping Timeout |1'|] |se-: 1-86400 sec
Weight 1-256

[] Enable backup routes switching for ETH1

WMWLMW—WH—T_W
WLMFW
Weight 1-256

[] Enable backup routes switching for ETHZ

borority s~ vl ]
WW
Weight 1-256

Backup Routes Configuration Page
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Operational Modes

Item

Mode

Interface

Description

Selects the operational mode for managing WAN interfaces:

« Single WAN: Only one WAN interface is active at a time. If the primary interface fails, the router switches to
the next available interface by priority. The router is accessible from outside only on the active interface.

+ Multiple WANs: Same as Single WAN, with one difference: the router is accessible from outside on all
enabled WAN interfaces simultaneously.

« Load Balancing: Traffic is distributed across multiple WAN interfaces simultaneously. Assign a Weight to
each interface to control its share of traffic streams.

Configuration

For each interface to include in the backup system, check its Enable backup routes switching box and configure the
following parameters.

Item
Priority

Ping IP
Address

Ping IPv6
Address

Ping
Interval

Ping

Timeout

Weight

Warning

Description

Sets the priority of the interface (1st is highest). The router always uses the highest-priority active
interface.

The destination IPv4 address or domain name for ICMP echo requests used to verify connection health.

The destination IPv6 address or domain name for ICMP echo requests.

The time in seconds between each ping test.

The time in seconds to wait for a response before considering a ping test failed.

(Load Balancing mode only) A value from 1 to 256 that determines the traffic ratio for this interface.
For example, if two interfaces have weights of 4 and 1, they will handle approximately 80% and 20% of
traffic streams, respectively.

* Load Balancing: The traffic distribution is based on data streams, not total bandwidth. The actual data volume
may not perfectly match the weight ratio, especially with a small number of concurrent connections.

* Mobile WAN: To use a cellular connection in a custom backup scenario, set Check Connection to enable + bind
on the Mobile WAN configuration page.
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Backup Routes Examples
Example 1: Default Settings

If no settings are configured on the Backup Routes page, the system operates with the default priorities. This provides a
simple, automatic failover mechanism.

Note: Assume all affected interfaces are correctly configured and activated on their configuration pages.

Backup Routes Configuration

|D Enable backup routes switching

Example 1: GUI Configuration

#1 = Mobile WAN

#2 = PPPoE
#3 = WiFi STA

Advantech Q :
router <& G #x=ETHO

WAN
(Internet)

#1 = priority #1 for WAN connection

#)E = priority #x for WAN connection

Communication initiated from LAN

Communication initiat